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Important Note: This document illustrates all the important steps required to complete this lab.              
This is by no means a comprehensive step-by-step solution for this exercise. This is only               
provided as a reference to various commands needed to complete this exercise and for your               
further research on this topic.  
 
 
This machine is for deploying web applications. So, check if any already present webapp has 
something interesting. Switch to html root folder.  
 

 

https://www.attackdefense.com/challengedetails?cid=87


 
Search for credentials by trying various options like username, password, db_username, 
db_password, db_user etc. 
 
In this case, db_user worked. 
 
Command: ​grep -nr “db_user” 
 

 
 
On opening the database.inc.php file, one can find the password for root user. 
 
Command:​ cat ./local/config/database.inc.php 
 

 
 
 
 
 
 
 
 



 
Use this password to switch to root user using su command. 
 

 
 
On getting the root user, retrieve flag located in /root directory. 
 

 
 

 
 
Flag:​ 760a582ebd219e2efb6dec173d416723 
 


