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Name Chamilo LMS

URL https://www.attackdefense.com/challengedetails?cid=298

Type Real World Webapps : Reflected XSS

Important Note: This document illustrates all the important steps required to complete this lab.
This is by no means a comprehensive step-by-step solution for this exercise. This is only
provided as a reference to various commands needed to complete this exercise and for your
further research on this topic. Also, note that the IP addresses and domain names might be
different in your lab.

Solution:

Step 1: Inspect the web application.
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Step 2: Search on google “chamilo cms exploit db xss” and look for publicly available exploits.
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About 1,200 results (0.34 seconds)

Chamilo LMS 1.9.10 - Multiple Vulnerabilities - Exploit Database
https://www.exploit-db.com » exploits =

Mar 19, 2015 - 2) Stored XSS File Attachment Description parameter (legend(]) is vulnerable to
Stored XSS By utilizing "social network" an attacker may send a ...

The exploit db link contains the payload required to exploit the vulnerability.

Exploit DB Link: https://www.exploit-db.com/exploits/36435
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Chamilo LMS 1.9.10 - Multiple Vulnerabilities

EDB-ID: CVE: Author: Type: Platform: Date:
36435 REHAN AHMED WEBAPPS PHP 2015-03-19
EDB Verified: x Exploit: ¥ / {} Vulnerable App: B

(<)

I. Overview

Chamilo LMS 1.9.10 or prior versions are prone to a multiple Cross-Site Scripting (Stored + Reflected) & CSRF vulnerabilities. These vulnera
over valid user accounts in LMS, perform operations on their behalf, redirect them to malicious sites, steal their credentials, and more.

II. Severity

Rating: High
Remote: Yes

©PentesterAcademy.com

www.attackdefense.com



https://www.exploit-db.com/exploits/36435

Step 3: Inject the payload in URL to exploit the vulnerability.

Payload:
http://xb6i0y9qx9aosojifqriOjxg1.mumbaix.attackdefenselabs.com/main/calendar/agenda_list.ph
p?type=personal%27%20onmouseover=%27confirm%280%29%27/%3E%3C!--
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Upon moving the mouse over the page the payload will be triggered.

s» My Organisation - My campus X ‘ +

(&)> & @© [ORN"1 xb6i0y9qx9aosoijifqriOjxg1.mumbaix.attackdefenselabs.com/main/calendar/agenda_list. php?type=personal’ onmouseover="confirm(0) L h#d

Cancel |

The XSS payload triggered successfully.
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