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Name Vulnerable Bank Portal: Dictionary Attack

URL https://attackdefense.com/challengedetails?cid=1932

Type Webapp Pentesting Basics

Important Note: This document illustrates all the important steps required to complete this lab.
This is by no means a comprehensive step-by-step solution for this exercise. This is only
provided as a reference to various commands needed to complete this exercise and for your
further research on this topic. Also, note that the IP addresses and domain names might be
different in your lab.

Step 1: Interacting with the webapp.

When the lab starts up, the Secure Bank's webapp opens up in the browser

¥ securebank x |+
«)> C 0 @ £ secure-bank.com:5000/login
$ Secure Bank
E-mail
Password
LOGIN FORGOT PASSWORD?

Step 2: Right-click and choose “View Page Source” option.

I
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https://attackdefense.com/challengedetails?cid=1932

W securebank 5 | +

(— = & @ (@ # secure-bank.com:5000/l0gin - @ 1Y

$ Secure Bank

E-mail
Password
LOGIN FORGOT PASSWORD?
<« - c w
Save Page As...
Save Page to Pocket
Send Page to Device >
View Background Image
Select All
View Page Sofce
View Page Info
The form is not present in the source code
¥ securebank X | http://secure-bank.com:5000 X | 4+
e G (@ view-source:http://secure-bank.com:5000/login e & 1y

<‘{}0(TY:E fmfnl.«:h?l lang=en=<head><meta charset=utf-8><meta http-equiv=X-UA-Compatible content="IE=edge"><meta name=viewport content="width=device-w
@font-face
font-family: 'Roboto’';
font-style: normal;
font-weight: 700;
src: local('Roboto-Regular'), locall'Roboto-Medium'), url{fonts/Roboto-Medium.ttf) format('truetype');
}e</style=<link href=/css/about.alc643f6.css rel=prefetch=<link href=/css/about-main.7d847ccc.css rel=prefetch><link href=/js/about.81dae866.]js

Step 3: Navigate to the Webpage and right-click to choose “Inspect Element”
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¥ securebank X | http://secure-bank.com:5000 X @+

(&= C @ (@ & secure-bank.com:5000/l0gin e @ T

$ Secure Bank

E-mail
Password
Undo _
Cut
LOGIN D?
Copy
Paste
Delete
Select All
Fill Password >
Inspectflement Q)
Form Action is not mentioned in the code
¥ securebank b 4 | http://secure-bank.com:5000 x -+
(&= C & (@ #& secure-bank.com:5000/login e g

$ Secure Bank

assword Is required

e

N FORGOT PASSWORD?

1
1
.
1
1
1
1
)
1
]
]
1
1
1
1
Password ]
1
1
1
1
1
1
1
1
L
i
|
"
i
1

el

Ow O Inspector Console [ Debugger {} Style Editor () Performance £ Memory 1) Network [ Storage T Accessibility

Q HTML + A T Fiter Styles thov.els + B [ Layout Computed
v <form ¢ ate="n R event + Pseudo-elements  Flexbox
P<div class="v-input theme--light v-text-field v-text-field--is- 2 ) .
Booted" s i </diy> (Tlex This Element Select a Flex container or it
wv<div class="v-input v-input--has-state theme--light v-text-field element {F { inline id
v-text-field--is-booted error--text"> [flex "ﬂ } ¥ Gri
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Step 4: Configure Firefox to use Burp Suite. Click on the FoxyProxy plugin icon on the top-right
of the browser and select "Burp Suite"

v @ n 0 ¢ ®

‘*:;'.3) FoxyProxy

v Tumn Off (Use Firefox Settings)

Step 5: Start Burp Suite, Navigate to Web Application Analysis Menu and select "burpsuite".

Password

01 - Information Gathering

Password Is required

02 - Vulnerability Analysis

® b ®

03 - Web Application Analysis * CMS & Framework Identification

(o]

04 - Database Assessment * Web Application Proxies

05 - Password Attacks + Web Crawlers & Directory Bruteforce
06 - Wireless Attacks * Web Vulnerability Scanners
07 - Reverse Engineering ¢ burpsuite I\

08 - Exploitation Tools ; commix

¢ b EH <«

09 - Sniffing & Spoofing httrack

,

10 - Post Exploitation owasp-zap
11 - Forensics paros
12 - Reporting Tools ! skipfish

13 - Social Engineering Tools sglmap

® = B o

Usual Applications webscarab

Preferences ® wpscan

L
-
.

i &) *= ) secureban...a Firefox
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® Welcome to Burp Suite Community Edition, Use the options below to create or open a project.

"B Sulte Pro

Note: Disk-based projects are only supported on

@® Temporary project

New project on disk Name:

&2 BURPSUITE

COMMUNITY EDITION

Choose file...

Open existing project Name ' File

File:
M) Pause Automated Tasks

Click on Next

(3) selectthe configuration that you would like to load for this project.
@® Use Burp defaults
Use options saved with project

L Load from configuration file File

Choose file...

Cancel

& BURPSUITE

COMMUNITY EDITION

File: |

[_] Default to the above in future
] Disable extensions

Click on Start Burp button.
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Burp Project Intruder Repeater Window Help

J Dqshl;qgm,l Target | ProxyTl-ntruder | Repeater | sequencer | Decoder ]a)mparer | Extender | Project options | User options |

Tasks

New live task

WG .

Upgrade to Burp Suite Professional to automatically find vulnerabilities!

3
2
Y Filter Running  Paused  Finished Issue activity [Pro version only] QF,
Y/ Filter  High Medium Low  Info Certain Firn Search...
1. Live passive crawl from Proxy (all traffic) mawW
Add links. Add item itself, same domain ... 0 items added to site map Issue type | Host
0 d i Suspicious input transformation (reflected) http://insecure-bank.com
Capturing: ( responses processe ) SMTP header injection http://insecure-website.c...
= 0 responses queued ! Serialized objectin HTTP message http://insecure-bank.com
! Cross-site scripting (DOM-based) https://insecure-bank.com
I XML external entity injection https://vulnerable-websit...
@ External service interaction (HTTP) https:/finsecure-website....
@ Web cache poisoning http://insecure-bank.com §
@ Server-side template injection http://insecure-bank.com /i
i qkSOLiniection httqg;mnﬂu_g@m_e_—_ugﬂgit_'_.’. 3
— |- / L
Event log @2
]: Advisory
Y Filter Debug P lpearch...
Time ¥ | Type | Source | Message
11:29:16 11 Jun 2020 Info Suite This version of Burp Suite
11:29:15 11 jun 2020 Info Proxy Proxy service started on 1
11:29:11 11 jun 2020 Info Suite Running as super-user, en
Step 6: Enter any credentials in the login panel.
W securebank b 4 | http://secure-bank.com:5000 x -
(&= G @ (D # secure-bank.com:5000/login e

$ Secure Bank

E-mail
admin@secbank.com

Password k
90000000

LOGIN

Click on the Login button and intercept the request with Burp Suite.
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[ Dashboard ITarget I\‘B&“J Intruder T Repeater ] Sequencer i Decoder T Comparer I Extender T Project options T User options ]

[intercept | HTTP history | websockets history | Options |

¢ Request to http://192.95.207.3:8000
| [ Interceptison | | Action |

| Forward || Drop

_[MI Params I Headers T Hex ]

1 POST /login HTTP/1.1
Host: 192.95.207.3:8000

b

Accept: application/json, text/plain, =*/*
Accept-Language: en-US,en;g=0.5
Accept-Encoding: gzip, deflate
Referer: http://secure-bank.com:5000/1login
8 Content-Type: application/json
9 Content-Length: 51
10 origin: http://secure-bank.com:5000
11 Connection: close
12

[ %0 B = H )

o

W

{remail":"admin@secbank.com", "password": "password"}

Step 7: Right-click on the page and select “Send to Repeater”.

[ Dashboard ITarget MJ Intruder TRepeater T Sequencer I Decoder T Comparer I Extender T Project options T User options ]

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:68.0) Gecko/20100101 Firefox/68.0

[ntercept | HTTP history | WebSockets history | Options |

&/ Request to http://192,95.207.3:8000
[ rorward || Drop | [ Interceptison | [ Action |

hMJ Params | Headers | Hex |

1 POST /login HTTP/1l.1

Host: 192.95.207.3:8000

User-Agent: Mozilla/5.0 (X11l; Linux x86_64; rv:68.0) Gecko/20100101 Firefox/68.0
Accept: application/json, text/plain, =*/*

Accept-Language: en-US,en;g=0.5

(%]

[C

Accept-Encoding: gzip, deflate

Referer: http://secure-bank.com:5000/1login
Content-Type: application/json

Content-Length: 5] scan [Pro version only]

10 0rigin: http://se Send to Intruder Ctrl+l
11 Connection: close Send to Repeater

12 Send to Sequincer

17 {"email":"admin@sq Send to Comparer

Send to Decoder

Request in browser >
Engagement tools [Pro version only] »
Ché'ng-é Fequest method

Change body enceding

Copy URL

Copy as curl command

-~ o

o @

Navigate to the Repeater tab.
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[Dashboard ]TargEtT Proxy ] Intruder TRepeater TSequen{:er TDecnder TComparer TExtender TPmiect options T User options ]

Jow |

Send Cancel il >|r

Request

JM Params THeaders IHex ]

Response

Raw

1 posT /login HTTP/1.1

2 Host: 192.95.207.3:8000
User-Agent: Mozilla/5.0
Firefox/68.0 =
Accept: application/json, text/plain, */*
Accept-Language: en-US,en;g=0.5
Accept-Encoding: gzip, deflate

Referer: http://secure-bank.com:5000/login
Content-Type: application/json
Content-Length: 51

Origin: http://secure-bank.com:5000
Connection:

L

(X11; Linux x86_64;

=1 U e

w

close

el el el
P =]

{remail":"admin@secbank.com", "password":"password"}

Step 8: Click on the Send button to send the request.

rv:68.0) Gecko/20100101

e

[Dashhoard ITarget T Proxy Ilmmder MJ Sequencer ]Decoder T Comparer I Extender I Project options T User options }

Send | | cancel < v >

Request

FH.g«gAl,]Pemaims Headers | Hex

Response

| Raw | Headers | Hex | Render

1 POST /[login HTTP/1.1

T

2 Host: 192.95.207.3:8000

3 User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:68.0) Gecko/20100101
Firefox/68.0

4 Accept: application/json, text/plain, */*

5 Accept-Language: en-US,en;g=0.5

6 Accept-Encoding: gzip, deflate

7 Referer: http://secure-bank.com:5000/login

8 Content-Type: application/json

9 Content-Length: 51

10 Origin: http://secure-bank.com:5000

11 Connection: close

12

13 {"email":"admin@secbank.com", "password": "password"}

The Response tab displayed the Invalid Credentials error.

L HTTP/1.0 200 OK
Content-Type: text/html;
Content-Length: 33
Access-Control-Allow-0Origin: http://secure-bank.com:5000
Vary: Origin

server: Werkzeug/1.0.l1l Python/2.7.17

Date: Tue, 14 Jul 2020 21:43:19 GMT

charset=utf-8

GO U e W N

o ®

{"Error": "Invalid Credentialsli u}

Step 9: Right-click on the request page and choose “Send to Intruder”
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[ Dashboard ]Target T Proxy Tlnuuder Im} Sequencer TDecoder T Comparer T Extender T Proje:

Lo

Send Cancel < |v >|r

Request

J‘_g,@gd Params T Headers I Hex]
l POST /login HTTP/1.1
2 Host: 192.95.207.3:8000
3 User-Agent: Mozilla/5.0 (X11l; Linux x86_64; rv:68.0) Gecko/20100101
Firefox/68.0
4 Accept: application/json, text/plain, */*

5 Accept-Language: en-US,en;g=0.5
5 Accept-Encoding: gzip, deflate

Referer: http://secure- : conn i
Scan [Pro version only]

Send to Intruder Ctri+1

[§

7

8 Content-Type: applicatig
9 Content-Length: 51

S Send to Repediter Ctrl+R
10 Origin: http://secure-bal Send to Sequencer
11 Connection: c¢lose Send to Comparer
12 Send to Decoder
13 {"email":"admin@secbank. Show response in browser
Request in browser >
Engagement tools [Pro version only] »

Navigate to the Intruder tab.

[ Dashboard ITarget T Proxy IMJ Repeater I Seguencer I Decoder TCumparer I Extender I Project options T User options ]

[2 = Tigwal - |

| Target | positions | Payloads | Options |

(?) Attack Target
Configure the details of the target for the attack.

Host: 192.95.207.3 Y
Port: 8000 |

[] Use HTTPS

Click on Positions tab located under the Intruder section.
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[ Dashboard TTarget T Proxy T,JM,_T Repeater I Sequencer T Decoder T Comparer T Extender T Project options T User options ]

[L-J2al-]
Target | Positions | Payloads | Options

(2) Payload Positions
Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions -

Attack type: | Sniper

POST /login HTTP/1.1

Host: 192.95.207.3:8000

User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:68.0) Gecko/20100101 Firefox/68.0
Accept: application/json, text/plain, */*

5 Accept-Language: en-US,en;q=0.5

6 Accept-Encoding: gzip, deflate

Referer: http://secure-bank.com:5000/login

1
5

W W

~J

8 Content-Type: application/json
9 Content-Length: 51
10 Origin: http://secure-bank.com:5000
11 Connection: close I
12
13 {"email":"§admin@secbank.com§" , "password": "§password§"}

The parameters are automatically selected.

Step 10: Click on the “Clear” button located on the right-side panel.

[ Dashboard ITarge[ [ Proxy Lm] Repeater I Sequencer ]Detnder I Comparer IExlender I Project options [ User options ]

[zl

[ Target [ Positions | Payloads | options |

(@) Payload Positions Start attack

Configure the positions where payloads will be inserted into the base request, The attack type determines the way in which payloads are assigned to payload positions - see help for full details.

Attack type: | Sniper ﬂ
1 POST /login HTTP/1.1 b Add §
2 Host: 192.95.207.3:8000 =
3 User-Agent: Mozilla/5.0 (X11; Linux x86_64; rv:68.0) Gecko/20100101 Firefox/68.0 @
4 Accept: application/json, text/plain, */* Auto §
5 Accept-Language: en-US,en;g=0.5 e

6 Accept-Encoding: gzip, deflate

7 Referer: http://secure-bank.com:5000/login
8 Content-Type: application/json

9 Content-Length: 51

0 Origin: http://secure-bank.com:5000

11 Connection: close

13 [{"email”: "§admin@sechank.com§", "password" : " §password§" }t

Upon clicking on the clear button, it will remove both of the selected parameters.

Step 11: Highlight the password parameter and click on Add button.
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[ﬁm Payloads ] Options ]
@ Payload Positions

Configure the positions where payloads will be inserted into the base request. The attack type determines the way in which payloads are assigned to payload positions - see help for full details.

Attack type: | Sniper

1 POST /login HTTP/1.1

2 Host: 1%2.95.207.3:8000

3 User-Agenkt: Mozilla/5.0 (X11; Linux x86_64; rv:68.0) Gecko/20100101 Firefox/68.0
Accept: application/json, text/plain, */*
5 Accept-Language: en-US,en;qg=0.5

6 Accept-Encoding: gzip, deflate

Referer: http://secure-bank.com:5000/login
Content-Type: application/json

9 Content-Length: 51

) origin: http://secure-bank.com:5000
Connection: close

o

[
T

{"email":radmin@secbank.com”, "password":" §pﬂ§9wnrd§i“ }

Step 12: Navigate to the Payloads tab.

[ Dashboard ITarget T Proxy ]’%T Repeater T Sequencer TDecoder T Comparer T Extender T Project options T User options ]
(1 Jeel-]
Target | Positions L&maggﬁ] Options. ]

(@) Payload Sets

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are available for each payload set, ¢
ways.

Payload set: |1 Ej. Payload count: 0
Payload type: | Simple list B Request count: 0

(?) Payload Options [Simple list]
This paylead type lets you configure a simpile list of strings that are used as payloads.

Paste
| Load ...
Remove &

Clear |

Add Enter a new item

Add from list ... [Pro version only] Y

Click on the load button which is located under Payload Options.
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Dashboard | Target | Proxy Int{lﬂ.lggegT Repeater T Sequencer TDecoder T Comparer ] Extender T Project options T User options

]2

Target | Positions [ Payloads | options

i
You can define one or more payload sets. The number of payload sets dd _ and each payload typ

ways.

Look In: ((@ root

0]

Payload set: |1 vi Payload count: 0
Y = — ‘ ¥ (8 Desktop
Payload type: | Simple list R Request count: 0 thinclient_drives

@ Payload Options [Simple list]
This payload type lets you configure a simple list of strings that are used

Paste
Remove %
Clear

Add Enter a new item

Add from list ... [Pro version only] x

(@) Payload Processing File Name:

3

You can define rules to perform various processing tasks on each payloa| Files of Type: |All Files

g

| Add | Enabled | Rule

Edit

Step 13: Navigate to the wordlists directory located at Desktop.

[ Dashboard ITarget T Proxy Ilntr,ng(j Repeater I Sequencer I Decoder TCDmparer I Extender T Project options T User options ]

[+ -2l ]

Target | Positions [ Payloads | Options |

S e
You can define one or more payload sets. The number of payload sets dd = and ea¢

nave: Look In: |(§ Desktop |!~]
Payload set: |1 - Payload count: 0
' — l X @ols
Payload type: | Simple list &l Request count: 0 (& wordljsts
[ Copy-Paste README
[ firefox.desktop
(?) Payload Options [Simple list] [ Ixgt-config-monitor.desktop
This payload type lets you configure a simple list of strings that are used | | [l Ixterminal.desktop
[') README

TEREE [ wireshark.desktop
Remove o
Clear

Select the Wordlist stored inside the wordlists directory.

©PentesterAcademy.com

1

&) (@@=

www.attackdefense.com




[ Dashboard TTarget Proxy | Intruder T Repeater T Sequencer T Decoder T

Comparer T Extender T Project options T User options }

1« il -

Target | Positions | Payloads | Options |

(?) Payload Sets

You can define one or more payload sets. The number of payload sets dd

ways.
Payload set: |1 |= Payload count: 0
Payload type: | Simple list |=) Request count: 0

@ Payload Options [Simple list]
This payload type lets you configure a simple list of strings that are used

Paste
andon)

Remove %
Clear

Add Enter a new item

Add from list ... [Pro version only] b

(?) Payload Processing

You can define rules to perform various processing tasks on each payloa|

[ Add |[Enabled  |Rule

B

LookIn: | (& wordlists

0

[ 100-common-passwords.txt|

Gl

and each payload

o
Gl
[=
5

File Name: “10ﬂ-mmmon-passwurds.ut

Files of Type: |All Files

)

aea. | cancel |

Click on the Open button.

[ Dashboard TTarget T Proxy “—"@L’%I Repeater ] Sequencer I Decoder T Comparer ] Extender T Project options T User options ]

[2-J2u]]

Target | Positions | Payloads | Options

(?) Payload Sets

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are

ways.
Payload set: |1 I»] Payload count: 100
Payload type: [Simple list }w_}] Request count: 100

(?) payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

242424

0987654321

marisol

nikita

daisy

jeremiah

pineapple .

mhing

Paste
| Load..
Remove

Clear

Add Enter a new item

Add from list ... [Pro version only]

The wordlist has been imported in Burp
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Step 14: Click on the Start attack button located at the top right of the tab.

[ Dashboard | Target [ rroxy [ntruder | Repeater | sequencer | Decoder [ comparer | Extender [ Project options | User options |
1 Tz - )
Target [ Positions [ Payloads | options |

(@) Payload Sets

Stal attack |
You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are available for each payload set. and each payload type can be customized in different
ways.
Payload set: |1 |; Payload count: 100
Payload type: | Simple list |; Request count: 100

@ Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

paste | | 242424 F
0987654321
Load ... | marisol
nikita »
Remove daisy
Jjeremiah
ﬂl pineapple
mhina X
Add ew item

Add from list ... [Pro version only]

[ Dashboard ITarget Proxy l_quq;;T Repeater I Sequencer I Decoder T Comparer T Extender I Project options T User options }

[ Target | Positions | Payloads | options |
(@) Payload Sets

You can define one or more payload sets. The number of payload sets depends on the attack type defined in the Positions tab. Various payload types are available for each payload set. and each payload type can be cu

ways.
Payload set: |1 |¥| Payload count: 100
Payload type: | Simple list & Request count: 100

(?) Payload Options [Simple list]

This payload type lets you configure a simple list of strings that are used as payloads.

Paste 242424 Burp Intruder

0987654321

Load ... marisol ' The Community Edition of Burp Suite contains a demo version of Burp Intruder. Some functionality is disabled. and attacks are time throttled.

————— | nikita / o  Please visit https://portswigger.net for more details about Burp Suite Professional which contains the full version.

Remove daisy [

jeremiah
l&] pineapple [E]
mhine
Add Enter a new item
Add from list ... [Pro version onlvl -

Click on the OK button to the warning message.

Step 15: Check for the different response length in the intruder scan.
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[Dashbnam ITarget T Proxy T[lmggg;[ TRepeater TSequencer T Decoder T Comparer I Extender T Project options T User options ]

[ Tl -]

Target | Positions ] Payloads ] Options ]

4 Intruder attack 1

Attack Save Columns

(@) Payload Sets

_[RQSL(HST Target I Positions TPayioads T Options ]

You can define one or more payload sets. T

|Filter: Showing all items

Add from list ... [Pro version only]

(?) Payload Processing

You can define rules to perform various pro|

ways.
Payload set: |1 = |Request s Payload | Status | Error | Timeout | Length | Comment
— 0 200 O =] 259
Payload type: | Simple list i, 1 242424 200 =] (=] 259
2 0987654321 200 (] B 259
3 marisol 200 =] (0] 259
(?) Payload Options [Simple list] 4 nikita 200 iC) g 259
y s daisy 200 O o 259
This payload type lets you configure a simpl| ¢ jeremiah 200 o O 259
7 pineapple 200 =] =) 259
Paste 242424 8 mhine 200 B 3] 259
— UL Al 9 isaiah 200 [E] ] 259
Load... | marisol |10 [christmas 1 200 O O 511
————— |nikita 11 cesar 200 O O 259k
([Remove | | daisy 12 lolipop 200 0 0 259
Clear | leremiah 13 butterflyl 200 B O 259
pineapple
mhinea
Add Enter a new item

Raﬂ Params | Headers | Hex

1 POST /login HTTP/1.1

2 Host: 192.95.207.3:8000

3 User-Agent: Mozilla/5.0 (X1l; Linux x86_64; rv:68.0) Gecko/20100101 Firefox/68.0
4 Accept: application/json, text/plain, */*

| Add | Enabled |Rule

Edit
Remove

5 Accept-Language: en-US,en;g=0.5
f Accent-Fncoodina: azin. deflate

@ w w w Type a search term
13 07 100 |—

Close the attack running in the intruder.

Step 16: Close the interce

¥ securebank

ption and navigate to the admin login page.

X | http://secure-bank.com:5000 x @+

(¢)> @ o

$ Secure Bank

(@ # secure-bank.com:5000/login

. @

E-mall
admin@secbank.com

Password

LOGIN

Invalid Crederygials!

FORGOT PASSWORD?
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Step 17: Login using the password found from the intruder attack.

Credentials:
e Email: admin@secbank.com
e Password: christmas

¥ securebank X | http://secure-bank.com:5000 X -+

&« = G @ (i) & secure-bank.com:5000

$ Secure Bank

a FLAG: 08357d4a0acc2687422ba06c7d696758

The Attacker has successfully logged into the web application.

References:
1. OWASP Top 10 (https://owasp.org/www-project-top-ten/)
2. A2: Broken Authentication

(https://owasp.org/www-project-top-ten/OWASP Top Ten 2017/Top 10-2017 A2-Brok

en_Authentication)
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