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Name Scanning Web Application with ZAProxy

URL https://attackdefense.com/challengedetails?cid=1888

Type Webapp Pentesting Basics

Important Note: This document illustrates all the important steps required to complete this lab.
This is by no means a comprehensive step-by-step solution for this exercise. This is only
provided as a reference to various commands needed to complete this exercise and for your
further research on this topic. Also, note that the IP addresses and domain names might be
different in your lab.

Objective: Scan the web application with ZAProxy and identify the possible vulnerabilities.

Step 1: Identifying IP address of the target machine
Command: ip addr

root@attackdefense:~# ip addr
1: lo: <LOOPBACK,UP,LOWER UP> mtu 65536 qdisc noqueue state UNKNOWN group default qlen 1000
link/loopback 00:00:00:00:00:00 brd 00:00:00:00:00:00
inet 127.0.0.1/8 scope host lo
valid_lft forever preferred 1ft forever
25097: etho@if25098: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 gdisc noqueue state UP group default
link/ether 92:42:0a:01:01:04 brd ff:ff:ff:ff:ff:ff link-netnsid 0

inet 10.1.1.4/24 brd 10.1.1.255 scope global eth@
valid_1ft forever preferred_1ft forever
25100: eth1@if25101: <BROADCAST,MULTICAST,UP,LOWER UP> mtu 1500 qdisc noqueue state UP group default
Llink/ether 02:42:c0:d2:8d:02 brd ff:ffiff:ff:ff:ff link-netnsid 0
inet 192.210.141.2/24 brd 192.210.141.255 scope global ethl
valid Lft forever preferred 1ft forever
root@attackdefense:~#

The IP address of the attacker machine is 192.210.1412. The target machine is located at the IP
address 192.210.1413
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https://attackdefense.com/challengedetails?cid=1888

Step 2: Identifying open ports.

Command: nmap 192.210.1413

root@attackdefense:~# nmap 192.210.141.3
Starting Nmap 7.70 ( https://nmap.org ) at 2020-05-21 07:03 IST
Nmap scan report for target-1 (192.210.141.3)

998 closed ports
PORT STATE SERVICE
80/tcp open
3306/tcp open
MAC Address:

ncy).

:D2:8D:03 (Unknown)

Nmap done: 1 IP address (1 host up) scanned in ©.25 seconds

root@attackdefense:~#

Port 80 and 3306 are open.

Step 3: Starting Burp Suite. Click on the Menu, Navigate to "Web Application Analysis" and click

on "owasp-zap".

- Information Gathering

- Vulnerability Analysis

- Web Application Analysis

- Database Assessment

- Password Attacks

- Wireless Attacks

- Reverse Engineering

- Exploitation Tools

- Sniffing & Spoofing

- Post Exploitation

- Forensics

- Reporting Tools

- Social Engineering Tools

- System Services

- Kali & OffSec Links
Usual Applications

Preferences

I‘\:'Gs_

ZAP:

+ CMS & Framework ldentification
* Web Application Proxies

* Web Crawlers & Directory Bruteforce
+ Web Vulnerability Scanners
burpsuite

commix

httrack

owasp-zap

paros

skipfish

sqlmap

webscarab

wpscan
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Untitled Session - OWASP ZAP 2.9.0

File Edit View Analyse Report Tools Import Qnline Help

StandardMode jv) | | Wl M [ & @ D@8 ODODE0 &y P PO XERE o¢®

Ssisl + (AauEks A = heuest | Resporser | & |
@f:ff Welcome to OWASP ZAP

() Default Context

24P s an easy to use integrated penctration testing tool for finding wulnerabilities in web applications.
@ sites

If you are now to ZAP then It is best to Start with ene of the options below.

9

SRR [ Learn More
|
= ristory | ° search [ P erts | output [ 4
@ @ | Filer: OFF & Export
I | Req. Tmestamp | Method [uRL | code | Reason | RTT | Stze Resp. Body | Highest lert | Note Tags ]
il
k

Merts B0 R0 0 RO _Primary Proxy:

v
Current Scans 0 §0 D0 20 D0 H0 S0 #0

Step 4: Click on "Manual Explore", enter the target IP address in the Input field and click on
"Launch Browser".

[+ quick start # | = Request | Response= | & |

<] Manual Explore

This screen allews you te launch the browser of your cheice so that you can explere your application while proxying through ZAP.

The ZAP Heads Up Display (HUD) brings all of the essential ZAP functionality into your browser.

URL to explore: [hnp:mgz.nn.um

[v)| @ select... |

Enable HUD: ]
Explore your application: [ Launch Browser ][Ftrafox |—!]
L

You can also use browsers that you don't launch from ZAP, but will need to configure them to proxy through ZAP and to import the ZAP root CA certificate.

A browser session will be started with ZAP HUD.
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& bWAPP - Login X |+

c @ (O £, https://192.210.141.3/login.php

%, Kali Linux ", Kali Training s, Kali Tools [@ Kali Docs ", Kali Forums o NetHunter J Offensive Security @ Exploit-DB & GHDB [jj MSFU

¥

an ex‘rremel\/ louﬁﬂy web opp |

New User info Talks & Training Blog

/ I.oain £

= Enter your credentials (be;
3 Login:
& : ; § 31 - /. Continue to your target

/
/_,‘_5

Set the security level

low v

Login

IR

History WebSockets

Step 5: Click on "Continue to your target”.

% DWAPP - Login X |+

c @ @ .42 https://192.210.141.3/login.php

%, Kali Linux " Kali Training & Kali Tools [ Kali Docs “, Kali Forums @ NetHunter J Offensive Security @ Exploit-DB & GHDB [jj MSFU

an exh"emel\/ buﬂﬂ‘/ web opp l

New User InFo Talk- Training Blog

X
o/ Logn / Ny op )
Mo MISSING 8:
- Enter your credentials g EXPLOITED
1 CHILDREN

ogin

o v Scan your
+ Password website for
XSS and
SQL Injection
—_—

Security Audits & Training vulnerabilities

8 a8

Set the security level

low v

Login
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Step 6: Login to the web application, the login credentials are mentioned on the login page.

Username: bee
Password: bug

¥ bWAPP - Portal x |+

€« c @ @ £.5 https:/192.210.141.3/portal.php

S Kali Linux % Kali Training % Kali Tools Kali Docs “§ Kali Forums @ NetHunter J Offensive Security @@ Exploit-DB = GHDB [J] MSFU

W

an ex+r‘emely buggy web opp |

Change Password Create User Set Security Level Reset Credits

@ off

20/ Poritd /

o

™o bWAPP, or a buggy web application, is a free and open source deliberately insecure web application.

- It helps security enthusiasts, developers and students to discover and to prevent web vulnerabilities.
# 3 bWAPP covers all major known web vulnerabilities, including all risks from the OWASP Top 10 project!
o It is for security-testing and educational purposes only.

e Which bug do you want to hack today? ;)

k
bWAPP v2.2 I
[ Al - Injection / 7 NATIONAL
HTML Injection - Reflected (GET) ' ﬂ CENIERFOR 57 I
HTML Injection - Reflected (POST) MISSING &
HTML Injection - Reflected (Current URL) m{PLOITBD.
HTML Injection - Stored (Blog) CHILDREN

iFrame Injection
LDAP Injection (Search)
Mail Header Injection (SMTP)

Hack

Step 7: Access various web pages. From the Choose your bug dropdown, select "HTML
Injection - Reflected (GET)" and click on the Hack button.

Choose your bug

DWAPP V2.2 =--mmsmmsrmmnnns Hack

—————————————————————— BWAPP v2.2 -
/ Al - Injection /

HTML Injectio

- Reflected (GET)
HTML Injection - Reflected (POST)

HTML Injection - Reflected (Current URL)
HTML Injection - Stored (Blog)
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HTML Injection - Reflected (GET):

- DWAPP - HTML Injection X | +

< X @ ® #.45¢ https://192.210.141.3/htmli_get.php
S, Kali Linux " Kali Training " Kali Tools [ Kali Docs “e Kali Forums o NetHunter J Offensive Security @ Exploit-DB = GHDB [f MSFU

v

an ex+r‘emely buﬁﬂy web opp |

=0 Change Password Create User Set Security Level Reset Credits Blog Logout

/ HTML InJec.ﬁon - Relected (GET) /

Enter your first and last name:

First name:

Last name:

Step 8: Enter any values in the input field and click Go

+ DWAPP - HTML Injection X | =+

L X @ (® #.8¢ hitps:/[192,210.141.3/htmli_get.php?firstname=hello&lastname=hello&form=submit

S Kali Linux % Kali Training "%, Kali Tools Kali Docs "W, Kali Forums o NetHunter J Offensive Security @ Exploit-DB & GHDB [Jjj MSFU

o

an ex+r‘eme\y b“ﬁf]Y web opp !

Change Passworc Create User Set Security Level Reset Credits Blog Logout

/ HTML Injecﬁon - RePected (GET) /

Enter your first and last name:

First name:

Last name:

Go

Welcome hello hello
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The entered input will appear below the Go button

Step 9: From the Choose your bug dropdown, Select "HTML Injection - Reflected (POST)" and
click on the Hack button.

Choose your Isug

---------------------- BWAPP V2.2 e W Hack

---------------------- DWAPP 2.2 —mmmmeem e
/ Al - Injection /

HTML Injection - Reflected (GET)
HTML Injrction - Reflected (POST)

HTML Injection - Reflected (Current URL)
HTML Injection - Stored (Blog)

HTML Injection - Reflected (POST)

- bWAPP - HTML Injection x | +

< X @ @ & https;//192.210.141.3/htmli_post.php
N Kali Linux “_Kali Training % Kali Tools Kali Docs S Kali Forums ( MetHunter J Offensive Security @ Exploit-DB « GHDB [f] MSFU

v

an ex+r'eme'|y buz_;]c_a]y web app |

Bugs Change Password Create User Set Security Level Reset Credits

/ HTML Inection - Relected (POsST) /

Enter your first and last name:

i
et

First name:

Last name:

Step 10: Enter any values in the input field and click Go
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¥ bWAPP - HTML Injection X | +

&« c o @ £ hitps://192.210.141.3/htmli_post.php
N Kali Linux " Kali Training N Kali Tools [@ Kali Docs " Kali Forums o NetHunter J Offensive Security €@ Exploit-DB = GHDB [l MSFU

=y

an ex-l'remely buggy web app |

Change Password Create User Set Security Level Reset Credits Eslz;:-g Logout

Of'f-

9o /HTML Ihection - Reflected (POST) / &

. (1) Enter your first and last name: m

3 First name: n k
S Last name: @

Go

Welcome hello hello

The entered input will appear below the Go button

Step 11: From the Choose your bug dropdown, Select "HTML Injection - Stored (Blog)" and
click on the Hack button.

Choose your bug
ffffffffffffffffffffff bWAPP V2.2 e v Hack
e mmmeeee DWAPP Y2.2 e
[ Al - Injection /

HTML Injection - Reflected (GET)

HTML Injection - Reflected (POST)

HTML Injection - Reflected (Current URL)

HTML Inject‘gn - Stored (Blog)

iframe Injection Sites @
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Step 12: Enter any values in the input field and click Submit.

3 bWAPP - HTML Injection X | +

C @ #.58¢ https://192.210.141.3/htmli_stored.php
% Kali Linux ' Kali Training ', Kali Tools Kali Docs " Kali Forums o NetHunter J Offensive Security & Exploit-DB = GHDB [jj MSFU

W

an ex-l'r‘emely Iouaay web opp !

Create User Set Security Level Reset Credits Blog Logout
@ oOut
@ off )
i/ HTML Irljec-l'ion - Stored ( Blog) /
o
o l
Fo I
Fuo
+

| =
0

Q88

Submit Add: B8 Show all Delete

# Owner Date Entry

The entered value will appear in the table.

E-:_J:j-':- Change Password Create User Set Security Level Reset Credits E.\lc:wa LG:':"E'_1+

@ out
@ Off )
o/ HTML Injection - Stored (Blog) / 0
)
M1
o 3
Po Submit Add: & Showall: Delete Your entry was added to our blog!
+
# Owner Date Entry
1 bee i?iﬂiﬁm hello
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Step 13: From the Choose your bug dropdown, Select "SQL Injection (GET/Search)" and click
on the Hack button.

Choose your Iaug
---------------------- DWAPP V2.2 oo W
---------------------- bwWAPP V2.2 ————me
{ Al - Injection /
HTML Injection - Reflected (GET)
HTML Injection - Reflected (POST)
HTML Injection - Reflected (Current URL)
HTML Injection - Stored (Blog)
iFrame Injection
LDAP Injection (Search)
Mail Header Injection (SMTP)
0S Command Injection
0S Command Injection - Blind
PHP Code Injection
Server-Side Includes (SSI) Injection
SOL Injection (GET/Search)
SQL Injection (GET/Select)
SQL Injection (POST/Search)

SQL Injection (GET/Search)

- bWAPP - SQL Injection X | 4

€ X @ @ #.& hitps://192.210.141.3/sqli_1.php

an ex+r‘emeiy buggy web opp |

Change Password Create User Set Security Level Reset Credits Blog

/ SQL Injec-Hon (GET/Search) /

Search for a movie: Search

k
Title Release Character Genre IMDb
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Step 14: Enter "Joe" and click on the Search button.

S DWAPP - SOL Injection % | +

€« C @ @ £.8 hitps://192.210.141.3/sqli_1.phpititle=joe&action=search

N Kali Linux '\ Kali Training N\ Kali Tools Kali Docs " Kali Forums o NetHunter J Offensive Security @ Exploit-DB s GHDB [Jj MSFU

54

an exh’emeiy buagy web opp !

Change Password Create User = Security Level Reset Credits

Lr:.u_'jr_'.v_&

20 / SQL Injecﬁon (GET/Search) /

Jas 1 Search for a movie: search
2
Title Release Character Genre IMDb
o
4= G.l. Joe: Retaliation 2013 Cobra Commander action Link

1 result will appear.

-
g

COEI

Step 15: From the Choose your bug dropdown, Select "SQL Injection (GET/Select)" and click

on the Hack button.
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Choose your bug

—————————————————————— BWAPP V2.2 ---sreemmmeneseeaems v

sermmmresennnimasrsts WAPP V2.2 ~srerommenincrnnnnas
{ Al - Injection /

HTML Injection - Reflected (GET)

HTML Injection - Reflected (POST)

HTML Injection - Reflected (Current URL)
HTML Injection - Stored (Blog)

iFrame Injection

LDAP Injection (Search)

Mail Header Injection (SMTP)

0S Command Injection

0S Command Injection - Blind

PHP Code Injection

Server-Side Includes (SSI) Injection

SQL Injection (GET/Search)

SQL Injection (GET/Select)
SQL Injection (POST/S%®arch)

SQL Injection (POST/Select)

SQL Injection (GET/Select)

Hack

Sites @

= bBWAPP - SQL Injection x| +

< X @

2 hitps://192.210.141.3/sqli_2.php

S Kali Linux “ Kali Training % Kali Tools Kali Docs “ Kali Forums @ NetHunter J Offensive Security €@ Exploit-DB & GHDB [jj MSFU

v

an ex+r'emely buggy web app !

Change Password Create User Set Security Level Reset Credits Blog

i_r::pjr:x_ﬁr

/ SQL Injecﬁon (GET/Select) /

Select a movie:  G.l. Joe: Retaliation v Go

Title Release Character Genre IMDb
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Step 16: "G.l. Joe: Retaliation" is the default selected option. Click on the "Select" button.

/ SQL Injection (GET/Select) /

Select a movie:| G.l. Joe: Retaliation v Go
G.l. Joe: Retaliation 2013 Cobra Commander action Link

1 result will appear.

Step 17: Configuring ZAProxy to use authenticated session. In ZAProxy, navigate to the
sitemap and find the login request.

StandardMode i) | E W i SO0 E @8 O0EE &8 5

@RED

| P GET:htmli_get.php(firstname.form.lastname) A
| /™ GET:htmli_post.php
| P POST:htmli_post.phplbug,form_bug)
_| ™ POST:htmli_post.phplfirstname,form.lastname)
| /9 GET:htmli_stored.php
| F POST:htmli_stored.phpibleg.entry,entry_add)
| P POST:htmli_stored.phpibug.form_bug)
» |_images
> LRjs

|  GET:login.php

word,security_level)
|| P GET:portal.php
| FU POST:portal.phpibug,form_bug)
| P GET:sqli_1.php
_ | P GET:sqli_1.phplaction,title)
.| P POST:sqgli_1.php(bug.form_bug)
| W GET:sqli_2.php
| P GET:sgli_2.phptlaction, movie) L
| » | [ styleshests v

Step 18: Right click on the POST request, navigate to "Include in Context" and select on
"Default Context".
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Attack

Flag as Context
Run application
Exclude from Context

4l Open/Resend with Request Editor...
Exclude from

[N

¥ Session

General

Exclude from P

Exclude from Scanner

Exclude from Spider

¥ Contexts

¥ 1:Default Context
: Include in Context
: Exclude from Conte
: Structure
: Technology
: Authentication |
: Users
: Forced User
: Session Managemer
: Authorization

1: Alert Filters
Exclude from WebSockets

o e e e e e

i
|

The session Properties window will appear.

Session Properties

Default Context

New Conftext

|1: Include in Context

URLs which will be included in the context unless also excluded

Regex

http://192.210.141.3/login.php.*

L
LB Add.. |
: Madify..
Remove
-
A

[_] Remove Without Confirmation

Cancel | | OK |

Step 19: Click on the Authentication tab under Default Context menu and select "Form-based
Authentication" for the selected method.
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R

¥ Session
General
Exclude from Proxy
Exclude from Scanner
Exclude from Spider
¥ Contexts
¥ 1:Default Context
1: Include in Context
1: Exclude from Conte
1: Structure
1: Technology
1: Users
1: Forced User
1: Session Managemer
1: Authorization
1: Alert Filters
Exclude from WebSockets

Session Prope s -

. 1: Authentication (¥
This panel allows you to configure the authentication scheme used
for this Context.

Currently selected Authentication method for the Context:
Form-based Authentication
HTTP/NTLM Apthentication
Manual Authentication

Script-based Authentication
JSON-based Authentication

EEX

Regex pattern identified in Logged Out response messages:

Cancel Ll)

Authentication Section:

A

¥ Session

General

Exclude from Proxy

Exclude from Scanner

Exclude from Spider

v Contexts

¥ 1:Default Context
1: Include in Context
1: Exclude from Conte
1: Structure

1: Techncﬁi

1: Users

1: Forced User

1: Session Managemer

1: Authorization

1: Alert Filters
Exclude from WebSockets

Session Properties C

1: Authentication res

This panel allows you to configure the authentication scheme used
for this Context.

Currently selected Authentication method for the Context:

| Form-based Authentication =)

Configure Authentication Method |

!.Egln Form Target URL *:

L ®sqect... |
@ Select...

URL to GET Login Page:
Login Request POST Data (if any):

Username Parameter *: Password Parameter *: -
l )| v
The usermame and password fields will be replaced. during authentication, with
the username and password comresponding to application's users.

Regex pattern identified in Logged In response messages:

Regex pattern identified in Logged Out response messages:

Cancel oK |
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Step 20: Click on the Select button and select the POST login request.

Select Node = H

» [ images
> @)
| GET:login.php

__| POST:htmli_get.php(bug.form_bug) -
_| GET:htmli_get.php(firstname,form,lastname)
| GET:htmli_post.php
POST:htmli_post.php(bug.form_bug)
__| POST:htmli_post.php(firstname.form.lastname)
.| GET:htmli_stored.php
| POST:htmli_stored.php(blog.entry.entry_add)
__| POST:htmli_stored.php(bug,form_bug)

B POST:login.phplform login,password, security_level
__| GET:portal.php

_| POST:portal.php(bug,form_bug)

| GET:sqli_1.php

GET:enli 1 nhnlactian title) hd
ELS T
cance | sogt |

The form fields will automatically be filled.

General
Exclude from Proxy
Exclude from Scanner
Exclude from Spider

¥ Contexts
¥ 1:Default Context

1: Structure

1: Users
1: Forced User

1: Authorization
1: Alert Filters

1: Include in Context
1: Exclude from Conte

1: Tec hnoﬁé
1: Session Managemer

Exclude from WebSockets

Session Properties

1: Authentication

A

This panel allows you to configure the authentication scheme used

for this Context.

Currently selected Authentication method for the Context:

| Form-based Authentication ]
Configure Authentication Method

f N

Login Form Target URL *:

http://192.210.141.3/login.php
URL to GET Login Page:
| [http://192.210.141.3/login.php
Login Request POST Data (fany):

Username Parameter *:

' Ibg in=bee&password -bug&securlty_'léi}ék-; o&form=submit | ‘
Password Parameter *:

| @ Select... |
@ Select... |

| |password ¥ || password
Y L

)

the and [

The umnriiﬂpmﬁdd; will be replaced, during authentication, with
wd ponding to application's users.

Regex pattern identified In Logged In response messages:

i
Regex pattern identified in Logged Out response messages: |
|

Cancel li'
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Step 21: Set the Username parameter to "login" and Enter "Login" in the "Regex pattern
identified in Logged Out response messages".

1 Session Properties (n]

S X
¥ Session
General
Exclude from Proxy
Exclude from Scanner
Exclude from Spider
¥ Contexts
¥ 1:Default Context
1: Include in Context
1: Exclude from Conte
1: Structure

1: Technoﬁé

1: Users

1: Forced User

1: Session Managemer

1: Authorization

1: Alert Filters
Exclude from WebSockets

1: Authentication &
This panel allows you to configure the authentication scheme used
for this Context.

Currently selected Authentication method for the Context:

| Form-based Authentication

L

Configure Authentication Method
P

4

Login Form Target URL *:
http://192.210.141.3/login.php

@ select...

URL to GET Login Page:
jecibon g

http://192.210.141.3/login.php @ Select... |
Login Request POST Dats (K any):

' Iﬁqlh-'ﬁee&' paﬁswwa-'i':;\zj.&sec ur'kty_'lll-!;e.l;f‘.l"&'form =submit | ‘
Username Parameter *: Password Parameter *:

[logn  [w||password T A

The usarname and fields will ba il d, during auth ication, with
the and rd ding to lication's users.

Regex pattern identified in Logged In response messages:

Regex pattern identified in Logged Out response messages:
|Login ] |

Lonea ) ox)

Step 22: Click on the Users tab.

b

* Gession
General
Exclude from Proxy
Exclude from Scanner
Exclude from Spider
¥ Contexts
¥ 1:Default Context

1: Structure
1: Technology

1: Authentication

1: Forced User

1: Authorization
1: Alert Filters

\ &K | 1: users s..

1: Include in Context
1: Exclude from Conte Disable All

1: Session Managemer

Exclude from WebSockets

Session Properties C

Users which can be used for various operations for this context.
Enabled ID | Name

B

|_J Remove Without Confirmation
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Step 23: Click on the "Add" button and add a new user with username "bee" and password

llbug"

1

User Name: -bee

Enabled: It

Add a New User

Username: bee

password: |-+

Step 24: Click on the "OK" button.

S X
¥ Session
General
Exclude from Proxy
Exclude from Scanner
Exclude from Spider
¥ Contexts
¥ 1:Default Context
1: Include in Context
1: Exclude from Conte
1: Structure
1: Technology
1: Authentication

1: Forced User

1: Session Managemer

1: Authorization

1: Alert Filters
Exclude from WebSockets

Session Properties

1: Users

Cancel | | Add |

&b

Users which can be used for various operations for this context.

Enabled ID | Name . |E
) 49 bee =
Enable All |
Disable All ||
9
v
[_] Remove Without Confirmation
Cancel oK |

Step 25: Click on the User lock icon.
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OBDOHD@I v @@

B _j-.if-@'“-m"!-l_‘ffon:ed User Mode disabled - click to enable |

=

This screen allows you to launch the browser of your choice so that you car

Step 26: Right click on the Site (http://192.210.141.3), navigate to "Include in Context" and

select on "Default Context".

Attack

Include in Context
Flag as Context
Run application

Exclude from Context

44 Open/Resend with
Exclude from

Request Editor...

Session Properties window will appear.

Session Properties

>
>
>
>
>

Default Context

New Context

WX

¥ Session
General
Exclude from Proxy
Exclude from Scanner
Exclude from Spider
¥ Contexts
v 1:Default Context

Inciude in Context

: Extlude fram Conte
: Structure
: Technology
: Authentication
: Users
: Forced User
: Session Managemer
: Authorization

1: Alert Filters
Exclude from WebSockets

e b e e e e s

-l i L)

1: Include in Context

URLs which will be included in the context unless also excluded

Regex

http://192.210.141.3/login.php.*
http:/f192.210.141.3.*

(] Remove Without Confirmation

r

4B | Add..

Modify
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Step 27: Click on the "OK" button. Right click on the Site (http://192.210.141.3), navigate to
Attack and select "Spider".

Include in Context
Flag as Context
Run application
Exclude from Context
{J Open/Resend with Request Editor...
Exclude from
Open URL in Browser
= Show in History Tab
Open URL In System Browser

vy vywyey

L

3 Spider...

A Active Scan...

2" Forced Browse Site

7 Forced Browse Directory

»#" Forced Browse Directory (and Children)
& A)AX Spider...

@ Fuzz..

Step 28: A dialog box will appear, select the "bee" user and click on "Start Scan" button.

Spider

Starting Point: -
kil http://192.210.141.3/

Context: | Default Context

User:

Recurse:

M

Spider Subtree Only O

Show Advanced Options ||

| StartScan || Reset || Cancel |

Scan Result:
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J@ses] +]

[+ quickstart #] = Request | Response«= | & |

esos

¥ (5 Contexts
T Default Context
v @ Sites

» g https://shavar.services.mezilla.com

™ http://192.210.141.3

[ # History | “, Search | ¥ alerts | | Output | # WebSockets | # Spider # % | + |

L<J Manual Explore

This screen allows you te launch the browser of your choice so that you can explore your application while proxying through ZAP.
The ZAP Heads Up Display (HUD) brings all of the essential ZAP functionality into your browser,

URL to explore: http://192.210.141.3
Enable HUD:

Explore your application: | Launch Browser || Firefox EJ

You can also use browsers that you don't launch from ZAP, but will need to configure them to proxy through ZAP and to import the ZAP root CA

8 New Scan  Progress: | 0: Context: Default Context v| Il M | 100% | & Current Scans:0 URLs Found: 202 Nodes Added:81 ¢ Export
jm{ Added Nodes I Mossagesl
Processed . Method | URI | Flags
[*) GET http://192.210.141.3/js/?C=N;0=A
(<] GET http://192.210.141.3/j8/7C=M;O=D 13
@ GET http://192.210.141.3/js/2C=5;0=D
(~] GET http://192.210.141.3/js/7C=D;0=D
@ GET http:/fwww.json.org/json2.js Out of Context
i GET http:/fwww.json.org/js.html Out of Context
(] GET http:/jquery.com/ Out of Context
@ GET http:/fjquery.org/license Out of Context
('] GET http://sizzlejs.com/ Out of Context
(] GET h i ford.com/jsmin.html Out of Context
@ GET http://192.210.141.3/stylesheets/?C=N;0=A
() GET http://192.210.141.3/stylesheets/?C=M;0=D
@ GET http://192.210.141.3/stylesheets/?C=5:0=D
(] GET http://192.210.141.3/stylesheets/?C=D;0=D

Alerts ™0 2 W6 M2 Primary Proxy: localhost:8080

202 URLs were found.

Step 29: Right click on the Site (http://192.210.141.3), navigate to Attack and select "Active

Scan".

Include in Context

Flag as Context

Run application

Exclude from Context
Open/Resend with Request Editor...
Exclude from

Open URL in Browser

Show in History Tab

Open URL in System Browser

©Penteste

3 Spider...

M Active Scan...

# " Forced Browse Site

»# " Forced Browse Directory

»# * Forced Browse Directory (and Children)
¥ AJAX Spider...

& Fuzz.. .
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Step 30: A dialog box will appear, select the "bee" user and click on "Start Scan" button.

1 Active Scan L
Starting Coints |http://192.210.141.3/ | | @ select...
Policy: | Default Policy 1
Context: | Default Context i~

L9

| StartScan || Reset || Cancel |

Step 31: After the scan completes, click on the "Alerts" tab.

[ = History |  search TFMMEIPT | Output | # webSockets | ¥ Spider [ ) Active Scan m

@ee / ¥

| ¥ L Alerts (14)
* M Cross Site Scripting (Persistent)
» 8 Cross Site Scripting (Reflected) (14)
* @ SQL Injection (3)
* [ Application Error Disclosure (54)
» [ Directory Browsing (6)
* [ X-Frame-Options Header Not Set (81)
» i Absence of Anti-CSRF Tokens [65)
= [ Content-Type Header Missing (9)
* [ Cookie No HttpOnly Flag (11)
» i Cookie Without SameSite Attribute (11)

» [ Server Leaks Information via “X-Powered-By" HTTP Respor

* [ X-Content-Type-Options Header Missing (136)
* [ Information Disclosure - Suspicious Commaents (4)
» U Timestamp Disclosure - Unix (1657)

ELS v A—

Full details of any selected alert will be displayed here.
You can manually add alerts by right clicking en the relev:

You can also edit existing alerts by double clicking on ther

AMlerts f3 3 (U6 M2 Primary Proxy: localhost:8080

There are 3 critical alerts.
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Step 32: Click on Cross Site Scripting (Persistent)

[ 2 History | © Search [ Pulerts # | | output | & webSockets | % Spider | ) Active Scan | 4

® J & Cross Site Scripting (Persistent)
Y & Alerts (14) i :IF::; :ttl:;ﬁlgz.210.141.3thtmlr_stored.php
¥ " Cross Site Scripting (Persistent) e L3

| | POST: http://192.210.141.3/htmli_stored.php

Parameter: entry

* P Cross Site Scripting (Reflected) (14) Attack: <ftd><script>alert{1); </script><td >

» F SQL Injection (3) Evidence:

» f application Error Disclosure (54} CWE ID: 79

» 4 Directory Browsing (6) WASCID: 8

» [& X-Frame-Options Header Not Set (81) |Source: Active (40014 - Cross Site Scripting (Persistent))

» U Absence of Anti-CSRF Tokens (65) Pmnptpon

® {4 Content-Type Header Missing (9)

» [ Cookie No HEtpOnly Flag (11) Cm;s‘s'rtteh':‘.l:t:ipting ixs_-ti}_ is\:lj :ttack te;l';l;ique;hat involves ?;:h|9in$ ?rti"tack:crsipp#gd |
\ ; such as the browser within WinAmp, an reader, or an email client. The code itself is 1

> [ Cookie Without Sameslte A_tmbum an When an attacker gets a user's brupwser to execute his/her code, the code will run within

» U Server Leaks Information via "X-Powered-By" HTTP Resj SRR S L e e L R e e S e e B s

» U X-Content-Type-Options Header Missing (136)
» Fu Information Disclosure - Suspicious Comments (4) I

= 2 N L
a (MTlmestamn Disclosure - Unix ilﬁ‘gl—‘ . Source URL: http://192.210.141.3/htmli_stored.php

Other Info:

The information regarding the URL, payload, description about the vulnerability will be
displayed.

Step 33: Navigate to the URL, Inject the XSS payload and click on Submit button.

URL: http://192.210.141.3/htmli_stored.php

% DWAPP - HTML Injection X | +

« c @ ® & hitps://192.210.141.3/htmli_stored.php
%, Kali Linux ‘e Kali Training %, Kali Tools Kali Docs '\ Kali Forums o NetHunter J Offensive Security @ Exploit-DB & GHDB [ MSFU

W

an ex-h"emeiy bugay web app |

arity Level Eeset Credits
® or e
.o/ HTML Injection - Stored (BIOﬂ) ' &
: j <script>alert(l);</script> m
R 3 /JWFU n
fo submit | Add Gr Show;:k Delete: (/@ @
# Owner Date Entry
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The XSS payload will be triggered.

+ DWAPP - HTML Injection % | +

) X B © .2 https://192.210.141.3/htmli_stored.php
N, Kali Linux ', Kali Training ', Kali Tools @ Kali Docs ' Kali Forums o Nettunter J Offensive Security @ Exploit-DB & GHDB [ MSFU

Step 34: Navigate to the right side and access the Alert section of the ZAP HUD.

o Hack

(‘site Alerts: High ;_ﬂi
3 e
6 ¢

2P

I
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ZAP HUD:

Site Alerts »

~ High Medium Low Informational

Cross Site Scripting (Persistent) (1)
Cross Site Skgipting (Reflected) (14)

SQL Injection (3)

Step 35: Click on the "Cross Site Scripting (Reflected)" and click on the first URL.

Site Alerts %

| High Medium Low Informational

Cross Site Scripting (Persistent) (1)

Cross Site Scripting (Reflected) (14)

http://192.210.141.3/sqli_l.php?action=search&title=%27%22
%3Cscript%3Ea Iert%2§l%29%38%3t%2 Fscript%3E

http://192.210.141.3/htmli_get.php?firstname=%3C%2Fdiv
%3E%3Cscript%3Ealert%281%29%3B%3C%2Fscript
%3E%3Cdiv¥%3E&lastname=hello&form=submit

http://192.210.141.3/htmli_get.php?firstname=hello&lastname=
%3C%2Fdiv%3E%3Cscript%%3Ealert%281%29%3B%3C%2Fscript
%3E%3CdivY%3E&form=submit

http://192.210.141.3/sqli 2.php?action=go&movie=%3C%2Ftd
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Cross Site Scripting (Reflected) %

http://192.210.141.3/sqgli_1.php?action=searché&title= I
URL %27%22%3Cscript%3Ealert%281%29%3B
%3C%2Fscript%3E

Cross-site Scripting (XSS) is an attack technique that
involves echoing attacker-supplied code into a user's
browser instance. A browser instance can be a
standard web browser client, or a browser object
embedded in a software product such as the browser
within WinAmp, an RSS reader, or an email client. The
code itself is usually written in HTML/JavaScript, but
may also extend to VBScript, ActiveX, Java, Flash, or
any other browser-supported technology. When an
attacker gets a user's browser to execute his/her code,
the code will run within the security context (or zone)
of the hosting web site. With this level of privilege, the
code has the ability to read, modify and transmit any
sensitive data accessible by the browser. A Cross-site
Scripted user could have his/her account hijacked
{rankie thaft\ thair hrawesr radirectsd tn annthar

Step 36: Click on the URL on the dialog box.

a¥ DWAPP - HTML Injection x| - bWAPP - SQL Injection X | +

« 2> X @ @ £.E hitps://192.210.141.3/sqli_1.php?action=search&title=""<script>alert(1)%38<%2Fscript>
%, Kali Linux " Kali Training % Kali Tools [ Kali Docs % Kali Forums g NetHunter J Offensive Security @@ Exploit-DB = GHDB [ MSFU

The XSS payload will be triggered.
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Step 37: Expand the SQL Injection Section from the Alerts section of ZAP HUD

Site Alerts L

High Medium Low Informational

Cross Site Scripting (Persistent) (1)
Cross Site Scripting (Reflected) (14)
SQL Injection (3)

http://192.210.141.3/sgli_1.php?action=search&
title=ZAP%27+AND+%271%27%3D%271%27 +--+ -

http://192.210.141.3/sqli_2.php?action=go&movie=4-2

http://192.210.141.3/portal.php

Step 38: Click on the First URL.

SQL Injection =

http://192.210.141.3/sqli_1.php7action=search&
title=ZAP%27+AND+%271%27%3D%271%27+--+

URL
Description  SQL injgction may be possible.

Risk High

Confidence Medium

Parameter

Attack ZAP'OR '1'="1"--
Evidence

CWE Id 89

WIAC— 1 1n

Step 39: Navigate to the URL
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URL: http://192.210.141.3/sqli_1.php?action=search&title=ZAP'+AND+'1'%3D'1"+--+

% DWAPP - SQL Injection X | @ DWAPP - SQLInjection x | 4

<« ¢ o @ #.8 hitps://192.210.141.3/5qli_1.php?action=search&title=ZAP'+AND+'1'%3D'1 +-+

S, Kali Linux “e Kali Training e Kali Tools Kali Docs “ Kali Forums ¢ NetHunter J Offensive Security @ Exploit-DB = GHDB [JJj MSFU

o

an ex+reme|y buggy web opp '.

E:uzjr; e hange Password Create User Set Security Level Reset Credits E’:Ic-ﬂ Logout

@ Ou_t

® orf o

o/ SGL Inection (GET/Search) / O
o

a‘L 0 Search for a movie: Search m
;; Z Title Release Character Genre IMDb n
e No movies were found! @

No Records will appear.
Step 40: In the URL, change the AND condition into OR.

URL: http://192.210.141.3/sqli_1.php?action=search&title=ZAP'+OR+'1'%3D'1'+--+

The Payload to use is also mentioned on the Vulnerablity information window (step 38).
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http://192.210.141.3/sqli_1.php?action=search&title=ZAP%27+OR+%271%27%3D%271%27+--+

bWAPP - SQL Injection X | 3 bWAPP - SQL Injection X | 4

\ X @ ® §.8¢ https://192.210.141.3/5qli_1.php?action=search&titie=ZAP'+0R+'1'%3D'1'+-+
%, Kali Linux “e_Kali Training “, Kali Tools [ Kali Docs “ Kali Forums o NetHunter J Offensive Security €@ Exploit-DB & GHDB

o

an ex+reme'|y buggy web opp !

Bugs C hahge Pa ssword Create User Set Security Level

Reset

Credits

S

E»l{::-.ﬂ

il MsFU

/ SQL Injection (GET/Search) /

Search for a movie: Search
Title Release Character

G.l. Joe; Retaliation 2013 Cobra Commander
Iron Man 2008 Tony Stark
Man of Steel 2013 Clark Kent
Terminator Salvation 2009 John Connor
The Amazing Spider-Man 2012 Peter Parker
The Cabin in the Woods 2011 Some zombies

Genre

action

action

action

sci-fi

action

horror

IMDb

Link

Link

Link

Link

Link

Link

All the records present in the table will be dumped on the web page.

References:

1. OWASP Zed Attack Proxy (https://www.zaproxy.org/)

2. bWAPP (http://www.itsecgames.com/)
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