
 

 



 

Name Image Acquisition (EWF Tools) 

URL https://www.attackdefense.com/challengedetails?cid=1797 

Type Forensics: Disk Forensics 

 
Important Note: This document illustrates all the important steps required to complete this lab.              
This is by no means a comprehensive step-by-step solution for this exercise. This is only               
provided as a reference to various commands needed to complete this exercise and for your               
further research on this topic. Also, note that the IP addresses and domain names might be                
different in your lab.  
 
Image acquisition involves making a copy (or several copies) of the seized hard disk which can 
be then used to forensics analysis. This allows the investigators to analyze this image while 
ensuring the integrity and present condition of the real evidence disk. 
 
In this lab, the evidence hard disk is mounted on ‘/dev/sdc’. The ewf-tools are installed on the 
lab machine. The tool uses Expert Witness Compression Format (EWF).  
 
Objective:​ Create a disk image for evidence hard disk using ewf-tools tools. 
 
Solution: 
 
Step 1: ​Verify that the evidence hard drive is mounted. 
 
Command: ​df -h 
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The evidence disk is mounted at /mnt/evidence directory. 
 
 
Step 2: ​It is recommended to unmount the disk for preventing any failures during disk imaging. 
Unmount and verify that the disk is unmounted.  
 
Commands: 
umount /mnt/evidence 
df -h 
 

 
 
 

Step 3: ​Use ewfacquire utility to create a disk image. Pass the full path of the evidence drive as 
an argument.  
 
Command: ​ewfacquire /dev/sdc 
 

 
 



 

 
 

 
Step 4: ​Enter the name of the output image (without extensions) and fill the required details. 
 
For Example: 
 
Name: ​evidence 
Case number: ​10381 
Description: ​Acquired image for case number 10381 
Evidence number: ​1 
Examiner Name: ​sherlock holmes 
 

 
 
 
 



 

 
 

Step 5: ​Fill the technical details 
 
For Example: 
 

● Media type: ​fixed 
● Media characteristics: ​physical 
● File format:​ encase6 
● Compression method: ​deflate 
● Compression level: ​fast 

 

 
 
Note: ​Keep default values for the rest of the options. 
 



 
 
 
Step 6: ​Enter ‘yes’ for saving the information entered before. 
 

 



 

 
 
The image named ‘evidence.E01’ is created successfully. 
 
 
Step 7: ​Verify the information entered for the evidence disk image. 
 
Command: ​ewfinfo evidence.E01 
 

 



 

 
 
The information regarding the evidence disk image can be verified. 
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