
 

 



 

Name Bulk File Extraction 

URL https://www.attackdefense.com/challengedetails?cid=1793 

Type Forensics: Disk Forensics 

 
Important Note: This document illustrates all the important steps required to complete this lab.              
This is by no means a comprehensive step-by-step solution for this exercise. This is only               
provided as a reference to various commands needed to complete this exercise and for your               
further research on this topic. Also, note that the IP addresses and domain names might be                
different in your lab.  
 
 
In this lab, a disk image file “evidence.img” is provided in the home directory of the root user 
(/root/). There is a file on this image which contains the email and phone number of “evil” user. 
The email of the user is “​evil@attacker.co.uk​” and the phone number is the flag for this lab. 
 
Objective:​ Extract the files from the disk image using the bulk extractor tool and retrieve the 
flag! 
 
 
Solution: 
 
Step 1: ​Use the bulk extractor to extract the files from the given disk image. 
 
Command: ​bulk_extractor evidence.img -o output 
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Note: ​The process will take some time. 
 

 
 
Step 2: ​Navigate to the output folder. 
 
Command:​ cd output 

 

 



 
Step 3: ​Utilise the grep utility to find the information. 
 
Command: ​grep -rnw "evil@attacker.co.uk" . --color 
 

 
 
This reveals the flag to us. 
 
 
Flag: ​+912999949811 
 
 
 
References: 
 

1. Bulk Extractor (​https://github.com/simsong/bulk_extractor​) 

https://github.com/simsong/bulk_extractor

